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CVE CVE-2021-30005
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-11 12:15:00 UTC
Updated 2022-07-12 17:42:00 UTC
Description In JetBrains PyCharm before 2020.3.4, local code execution was possible because of insufficient checks when getting the ¢

/

Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Jetbrains Pycharm All All All All

Reference Source Link Tags
JetBrains Security Bulletin Q1 2021 | JetBrains News MISC blog.jetbrains.com

The JetBrains Blog | Developer Tools for Professionals and Teams MISC blog.jetbrains.com

PyCharm Community, Professional: Remote code execution (GLSA 202107-45) — Gentoo security GENTOO  security.gentoo.org
CVE Program record CVE.ORG www.cve.org cano

NVD vulnerability detail NVD nvd.nist.gov cano

4] I

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710024 Gentoo Linux PyCharm Community, Professional Remote code execution (GLSA 202107-45)
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