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Summary

CVE CVE-2021-3007

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-04 03:15:00 UTC

Updated 2023-11-07 03:37:00 UTC

Description ** DISPUTED ** Laminas Project laminas-http before 2.14.2, and Zend Framework 3.0.0, has a deserialization vulnerability that can lead to remote code execution if the content is controllable, related to the __destruct method of the Zend\Http\Response\Stream class in Stream.php. NOTE: Zend Framework is no longer supported by the maintainer. NOTE: the laminas-http vendor considers this a "vulnerability in the PHP language itself" but has added certain type checking as a way to prevent exploitation in (unrecommended) use cases where attacker-supplied data can be deserialized.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Getlaminas Laminas-http All All All All

Application Getlaminas Laminas-http All All All All

Application Zend Zend Framework 3.0.0 All All All

Application Zend Zend Framework 3.0.0 All All All

References

Reference

History for src/Response/Stream.php - laminas/laminas-http · GitHub

Security tightening: verify a stream file name is a string before unlinking by weierophinney · Pull Request #48 · laminas/laminas-http · GitHub

FreakOut – Leveraging Newest Vulnerabilities for creating a Botnet - Check Point Research

Release 2.14.2 · laminas/laminas-http · GitHub

zendframework3-/zend framework3 反序列化 rce.md at main · Ling-Yizhou/zendframework3- · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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