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CVE CVE-2021-30116
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-09 14:15:00 UTC

Updated 2023-10-23 14:15:00 UTC

Description Kaseya VSA before 9.5.7 allows credential disclosure, as exploited in the wild in July 2021. By default Kaseya VSA on pren
] i

Risk And Classification

EPSS: 0.540740000 probability, percentile 0.980400000 (date 2026-05-17)
CISA KEV: Listed on 2021-11-03; due 2021-11-17; ransomware use Known
Problem Types: CWE-522

CISA Known Exploited Vulnerability

Vendor Kaseya

Product Virtual System/Server Administrator (VSA)

Name Kaseya Virtual System/Server Administrator (VSA) Information Disclosure Vulnerability
Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2021-30116

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kaseya Vsa All All All All
Application Kaseya Vsa Agent All All All All
Application Kaseya Vsa Server All All All All

References
Reference Source Link Tags
Important Notice July 7th, 2021 — Kaseya MISC helpdesk.kaseya.com

Kaseya VSA REvil Ransomware Attack 2021 - ransomware attacks 2021 MISC www.secpod.com


https://cve.report/
https://cve.report/CVE-2021-30116/mitre
https://cve.report/CVE-2021-30116/nist
https://cve.report/CVE-2021-30116/cve_org
https://cve.report/api/cve/CVE-2021-30116.json
https://cve.report/CVE-2021-30116.pdf
http://cve.report/vendor/kaseya
http://cve.report/software/kaseya/vsa
http://cve.report/vendor/kaseya
http://cve.report/software/kaseya/vsa_agent
http://cve.report/vendor/kaseya
http://cve.report/software/kaseya/vsa_server
https://helpdesk.kaseya.com/hc/en-gb/articles/4403440684689-Important-Notice-July-2nd-2021
https://www.secpod.com/blog/kaseya-vsa-zero-day-by-revil/

Kaseya VSA Limited Disclosure | DIVD CSIRT MISC csirt.divd.nl

Kaseya Case Update 2 | DIVD CSIRT MISC csirt.divd.nl

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
CISA Known Exploited Vulnerabilities catalog CISA Www.cisa.gov kev

Vendor Comments And Credit

Discovery Credit
LEGACY: Discovered by Wietse Boonstra of DIVD

LEGACY: Additional research by Frank Breedijk of DIVD

Legacy QID Mappings

730134 Kaseya VSA Remote Code Execution Vulnerability (Zero Day)
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