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CVE CVE-2021-30128

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-27 20:15:00 UTC

Updated 2023-11-07 03:32:00 UTC

Description Apache OFBiz has unsafe deserialization prior to 17.12.07 version

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Ofbiz Al Al Al Al
Reference Soul

[ofbiz-commits] 20210811 [ofbiz-site] branch master updated: Updates security page for CVE-2021-37608 fixed in 17.12.08
[announce] 20210427 [CVE-2021-30128] Unsafe deserialization in OFBiz
[ofbiz-notifications] 20210729 [jira] [Updated] (OFBIZ-12212) Comment out the SOAP and HTTP engines - Fix [CVE-2021-30128]

[ofbiz-notifications] 20210427 [jira] [Updated] (OFBIZ-12221) Fixed ObjectinputStream denyList [CVE-2021-30128]

Pony Mail! MLIS
Pony Mail! MLIS
Pony Mail! MLIE
Pony Mail! MIS(

[ofbiz-natifications] 20210605 [jira] [Updated] (OFBIZ-12212) Comment out the SOAP and HTTP engines - Fix [CVE-2021-30128]

Pony Mail! MLI¢
Pony Mail! MLIE
[ofbiz-commits] 20210427 [ofbiz-site] branch master updated: Updates security page for CVE-2021-29200 and 30128 fixed in 17.12.07

Pony Mail! MLIE

DAawnis MALTT AL IC


https://cve.report/
https://cve.report/CVE-2021-30128/mitre
https://cve.report/CVE-2021-30128/nist
https://cve.report/CVE-2021-30128/cve_org
https://cve.report/api/cve/CVE-2021-30128.json
https://cve.report/CVE-2021-30128.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/ofbiz
https://lists.apache.org/thread.html/rbe8439b26a71fc3b429aa793c65dcc4a6e349bc7bb5010746a74fa1d%2540%253Ccommits.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rb3f5cd65f3ddce9b9eb4d6ea6e2919933f0f89b15953769d11003743%2540%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/r078351a876ed284ba667b33aba29428d7308a5bd4df78f14a3df6661%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rb82f41de3c44bb644632531f79649046ca76afeab25a2bdb9991ab84%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rb3f5cd65f3ddce9b9eb4d6ea6e2919933f0f89b15953769d11003743@%253Cuser.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rb82f41de3c44bb644632531f79649046ca76afeab25a2bdb9991ab84@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rb3f5cd65f3ddce9b9eb4d6ea6e2919933f0f89b15953769d11003743@%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/rb3f5cd65f3ddce9b9eb4d6ea6e2919933f0f89b15953769d11003743%2540%253Cdev.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rab718cfe6468085d7560c0c1ae816841e175886199f42e36efb8d735%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r108a964764b8bd21ebd32ccd4f51c183ee80a251c105b849154a8e9d@%253Ccommits.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rbe512e5ccd6b11169c6379daa1234bc805f3d53c5a38224e956295ce@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r108a964764b8bd21ebd32ccd4f51c183ee80a251c105b849154a8e9d%2540%253Ccommits.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rbe8439b26a71fc3b429aa793c65dcc4a6e349bc7bb5010746a74fa1d@%253Ccommits.ofbiz.apache.org%253E

Uty wian: wiLiC
Pony Mail! MLIE
oss-security - [CVE-2021-30128] Unsafe deserialization in OFBiz MLIS
[ofbiz-user] 20210427 [CVE-2021-30128] Unsafe deserialization in OFBiz

[ofbiz-notifications] 20210427 [jira] [Updated] (OFBIZ-12212) Comment out the SOAP and HTTP engines - Fix [CVE-2021-30128]

Pony Mail! MLIS
CVE Program record CVE

NVD vulnerability detail

/

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache OFBiz would like to thank Litch1 from the Security Team of Alibaba Cloud
<litch1chk@gmail.com> for report

Legacy QID Mappings

730862 Apache OFBiz Deserialization Vulnerability
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