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Summary

CVE CVE-2021-30139

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-21 16:15:00 UTC

Updated 2021-04-22 18:21:00 UTC

Description In Alpine Linux apk-tools before 2.12.5, the tarball parser allows a buffer overflow and crash.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Alpinelinux Apk-tools All All All All

References

Reference Source Link

[CVE-2021-30139] Out-of-bounds read during tar parsing (#10741) · Issues · alpine / apk-tools · GitLab MISC gitlab.alpinelinux.org

apk-tools: Out-of-bounds read during tar parsing (CVE-2021-30139) (#12606) · Issues · alpine / aports · GitLab MISC gitlab.alpinelinux.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500027 Alpine Linux Security Update for apk-tools

501354 Alpine Linux Security Update for apk-tools

503860 Alpine Linux Security Update for apk-tools
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