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Summary

CVE CVE-2021-30141

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-05 23:15:00 UTC

Updated 2023-11-07 03:32:00 UTC

Description ** DISPUTED ** Module/Settings/UserExport.php in Friendica through 2021.01 allows settings/userexport to be used by anonymous users, as demonstrated by an attempted access to an array offset on a value of type null, and excessive memory consumption. NOTE: the vendor states "the feature still requires a valid authentication cookie even if the route is accessible to non-logged users."

Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Friendica Friendica All All All All

References

Reference Source Link

Prevent settings/userexport to be used by anonymous users by MrPetovan · Pull Request #10113 · friendica/friendica · GitHub MISC github.com

An unauthenticated visitor can access a path like .../settings/userexport · Issue #10110 · friendica/friendica · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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