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Summary

CVE CVE-2021-30159

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-09 07:15:00 UTC

Updated 2023-11-07 03:32:00 UTC

Description An issue was discovered in MediaWiki before 1.31.12 and 1.32.x through 1.35.x before 1.35.2. Users can bypass intended restrictions on deleting pages in certain "fast double move" situations. MovePage::isValidMoveTarget() uses FOR UPDATE, but it's only called if Title::getArticleID() returns non-zero with no special flags. Next, MovePage::moveToInternal() will delete the page if getArticleID(READ_LATEST) is non-zero. Therefore, if the page is missing in the replica DB, isValidMove() will return true, and then moveToInternal() will unconditionally delete the page if it can be found in the master.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Application Mediawiki Mediawiki All All All All

References

Reference Source Link

[SECURITY] [DLA 2648-1] mediawiki security update MLIST lists.debian.org

[SECURITY] Fedora 33 Update: mediawiki-1.35.2-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 2648-2] mediawiki regression update MLIST lists.debian.org

[SECURITY] Fedora 34 Update: mediawiki-1.35.2-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 33 Update: mediawiki-1.35.2-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

MediaWiki: Multiple vulnerabilities (GLSA 202107-40) — Gentoo security GENTOO security.gentoo.org

⚓ T272386 CVE-2021-30159: Non-admin deleted enwiki page in fast double move MISC phabricator.wikimedia.org

Debian -- Security Information -- DSA-4889-1 mediawiki DEBIAN www.debian.org

[SECURITY] Fedora 34 Update: mediawiki-1.35.2-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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178531 Debian Security Update for mediawiki (DSA 4889-1)

178584 Debian Security Update for mediawiki (DLA 2648-2)

178613 Debian Security Update for mediawiki (DLA 2648-1)

179803 Debian Security Update for mediawiki (CVE-2021-30159)

281316 Fedora Security Update for mediawiki (FEDORA-2021-f4223b6684)

281317 Fedora Security Update for mediawiki (FEDORA-2021-d298103d3a)

710029 Gentoo Linux MediaWiki Multiple vulnerabilities (GLSA 202107-40)

https://www.cve.org/CVERecord?id=CVE-2021-30159
https://nvd.nist.gov/vuln/detail/CVE-2021-30159
http://cve.report/qid/178531
http://cve.report/qid/178584
http://cve.report/qid/178613
http://cve.report/qid/179803
http://cve.report/qid/281316
http://cve.report/qid/281317
http://cve.report/qid/710029
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-30159
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


