CVE-2021-30290

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-30290
State PUBLIC
Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-09 08:15:00 UTC
Updated 2021-09-16 12:42:00 UTC
Description Possible null pointer dereference due to race condition between timeline fence signal and time line fence destroy in Snapdr

/ |

1|

Risk And Classification

Problem Types: CWE-476 | CWE-367

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm Qca6174a - All All All
Operating System Qualcomm Qca6174a Firmware - All All All
Hardware Qualcomm Qcab574 - All All All
Hardware Qualcomm Qcab6574a - All All All
Hardware Qualcomm Qcab574au - All All All
Operating System Qualcomm Qca6574au Firmware - All All All
Operating System Qualcomm Qcab574a Firmware - All All All
Operating System Qualcomm Qcab574 Firmware - All All All
Hardware Qualcomm Qcab595au - All All All
Operating System Qualcomm Qcab595au Firmware - All All All
Hardware Qualcomm Qcab6696 - All All All
Operating System Qualcomm Qca6696 Firmware - All All All
Hardware Qualcomm Qca9377 - All All All
Operating System Qualcomm Qca9377 Firmware - All All All
Hardware Qualcomm Qcm6490 - All All All
Operating System Qualcomm Qcm6490 Firmware - All All All
Hardware Qualcomm Qcs6490 - All All All
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Hardware Qualcomm Wcd9341 - All All All
Operating System Qualcomm Wcd9341 Firmware - All All All
Hardware Qualcomm Wcd9370 - All All All
Operating System Qualcomm Wcd9370 Firmware - All All All
Hardware Qualcomm Wcd9375 - All All All
Operating System Qualcomm Wcd9375 Firmware - All All All
Hardware Qualcomm Wcd9380 - All All All
Operating System Qualcomm Wcd9380 Firmware - All All All
Hardware Qualcomm Wcd9385 - All All All
Operating System Qualcomm Wcd9385 Firmware - All All All
Hardware Qualcomm Wcn3988 - All All All
Operating System Qualcomm Wcn3988 Firmware - All All All
Hardware Qualcomm Wcn3991 - All All All
Operating System Qualcomm Wcen3991 Firmware - All All All
Hardware Qualcomm Wcn6740 - All All All
Operating System Qualcomm Wcn6740 Firmware - All All All
Hardware Qualcomm Wcn6750 - All All All
Operating System Qualcomm Wcn6750 Firmware - All All All
Hardware Qualcomm Wcn6850 - All All All
Operating System Qualcomm Wcn6850 Firmware - All All All
Hardware Qualcomm Wcn6851 - All All All
Operating System Qualcomm Wcn6851 Firmware - All All All
Hardware Qualcomm Wcn6855 - All All All
Operating System Qualcomm Wcn6855 Firmware - All All All
Hardware Qualcomm Wcn6856 - All All All
Operating System Qualcomm Wcn6856 Firmware - All All All
Hardware Qualcomm Wsa8830 - All All All
Operating System Qualcomm Wsa8830 Firmware - All All All
Hardware Qualcomm Wsa8835 - All All All
Operating System Qualcomm Wsa8835 Firmware - All All All
Reference Source Link Tags
September 2021 Security Bulletin | Qualcomm CONFIRM www.qualcomm.com

CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

610363 Google Android Devices September 2021 Security Patch Missing
610374 Google Android October 2021 Security Patch Missing for Huawei EMUI
610375 Google Android October 2021 Security Patch Missing for Samsung

610376 Google Android October 2021 Security Patch Missing for LGE
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