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Possible denial of service due to incorrectly decoding hex data for the SIB2 OTA message and assigning a garbage value t

] 1|

Risk And Classification

Problem Types: CWE-704

NVD Known Affected Configurations (CPE 2.3)
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Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
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Hardware

Vendor Product Version Update Edition Language
Qualcomm Apqg8009w - All All All
Qualcomm Apg8009w Firmware - All All All
Qualcomm Apq8017 - All All All
Qualcomm Apqg8017 Firmware - All All All
Qualcomm Apg8096au - All All All
Qualcomm Apg8096au Firmware - All All All
Qualcomm Ar8035 - All All All
Qualcomm Ar8035 Firmware - All All All
Qualcomm Csrb31024 - All All All
Qualcomm Csrb31024 Firmware - All All All
Qualcomm Fsm10055 - All All All
Qualcomm Fsm10055 Firmware - All All All
Qualcomm Fsm10056 - All All All
Qualcomm Fsm10056 Firmware - All All All
Qualcomm Mdm8207 - All All All
Qualcomm Mdm8207 Firmware - All All All
Qualcomm Mdm9150 - All All All
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https://cve.report/CVE-2021-30300/mitre
https://cve.report/CVE-2021-30300/nist
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https://cve.report/CVE-2021-30300.pdf
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http://cve.report/software/qualcomm/csrb31024_firmware
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm8207
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm8207_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9150

Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware

Hardware

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Mdm9150 Firmware

Mdm9205

Mdm9205 Firmware

Mdm9206

Mdm9206 Firmware

Mdm9207

Mdm9207 Firmware

Mdm9607

Mdm9607 Firmware

Mdm9628

Mdm9628 Firmware

Mdm9640

Mdm9640 Firmware

Msm8909w

Msm8909w Firmware

Msm8996au

Msm8996au Firmware

Qca4004

Qca4004 Firmware

Qcab174a

Qca6174a Firmware

Qcab390

Qca6390 Firmware

Qcab391

Qca6391 Firmware

Qcab426

Qcab426 Firmware

Qcab436

Qcab436 Firmware

Qcab564a

Qca6564au

Qca6564au Firmware

Qca6564a Firmware

Qcab574

Qca6574a

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9150_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9205
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9205_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9206
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9206_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9207
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9207_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9607
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9607_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9628
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9628_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9640
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9640_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8909w
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8909w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca4004
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca4004_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6426
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6426_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6436
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6436_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574a

Hardware
Operating System
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qca6574au

Qca6574au Firmware

Qca6574a Firmware

Qcab574 Firmware

Qcab584

Qcab584au

Qcab584au Firmware

Qcab584 Firmware

Qcab595au

Qcab595au Firmware

Qcab696

Qcab696 Firmware

Qca8081

Qca8081 Firmware

Qca8337

Qca8337 Firmware

Qca9367

Qca9367 Firmware

Qca9377

Qca9377 Firmware

Qcm2290

Qcm2290 Firmware

Qcm4290

Qcm4290 Firmware

Qcs2290

Qcs2290 Firmware

Qcs410

Qcs410 Firmware

Qcs4290

Qcs4290 Firmware

Qcs610

Qcs610 Firmware

Qcx315

Qcx315 Firmware

Qsw8573

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6584
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6584au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6584au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6584_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6696
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6696_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8081
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8081_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8337
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8337_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9367
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9367_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9377
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9377_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm2290
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm2290_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm4290
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm4290_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs2290
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Haraware wuaicomm WCayssu - Al Al Al
Operating System Qualcomm Wcd9380 Firmware - All All All
Hardware Qualcomm Wcd9385 - All All All
Operating System Qualcomm Wcd9385 Firmware - All All All
Hardware Qualcomm Wcn3610 - All All All
Operating System Qualcomm Wcn3610 Firmware - All All All
Hardware Qualcomm Wcn3620 - All All All
Operating System Qualcomm Wcn3620 Firmware - All All All
Hardware Qualcomm Wcn3910 - All All All
Operating System Qualcomm Wcen3910 Firmware - All All All
Hardware Qualcomm Wcn3950 - All All All
Operating System Qualcomm Wcen3950 Firmware - All All All
Hardware Qualcomm Wcn3988 - All All All
Operating System Qualcomm Wcn3988 Firmware - All All All
Hardware Qualcomm Wcen3991 - All All All
Operating System Qualcomm Wcn3991 Firmware - All All All
Hardware Qualcomm Wcn6850 - All All All
Operating System Qualcomm Wcn6850 Firmware - All All All
Hardware Qualcomm Wcn6851 - All All All
Operating System Qualcomm Wcn6851 Firmware - All All All
Hardware Qualcomm Wcn6855 - All All All
Operating System Qualcomm Wcn6855 Firmware - All All All
Hardware Qualcomm Wcn6856 - All All All
Operating System Qualcomm Wcn6856 Firmware - All All All
Hardware Qualcomm Wsa8830 - All All All
Operating System Qualcomm Wsa8830 Firmware - All All All
Hardware Qualcomm Wsa8835 - All All All
Operating System Qualcomm Wsa8835 Firmware - All All All
Reference Source Link Tags
January 2022 Security Bulletin | Qualcomm CONFIRM www.qualcomm.com
CVE Program record CVE.ORG WWWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

610390 Google Android Devices January 2022 Security Patch Missing

610398 Google Android February 2022 Security Patch Missing for Samsung
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