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State
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/

CVE-2021-30313

MITRE NVD CVE.ORG Print: PDF %5

CVE-2021-30313

PUBLIC

product-security@qualcomm.com

CVE Program / NVD first with legacy fallback
2022-01-13 12:15:00 UTC

2023-04-19 17:10:00 UTC

Use after free condition can occur in wired connectivity due to a race condition while creating and deleting folders in Snapdi

1|

Risk And Classification

Problem Types: CWE-362 | CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor Product Version Update Edition Language
Qualcomm Apq8096au - All All All
Qualcomm Apq8096au Firmware - All All All
Qualcomm Ar8031 - All All All
Qualcomm Ar8031 Firmware - All All All
Qualcomm Ar8035 - All All All
Qualcomm Ar8035 Firmware - All All All
Qualcomm Ar9380 - All All All
Qualcomm Ar9380 Firmware - All All All
Qualcomm Csr8811 - All All All
Qualcomm Csr8811 Firmware - All All All
Qualcomm Csra6620 - All All All
Qualcomm Csra6620 Firmware - All All All
Qualcomm Csra6640 - All All All
Qualcomm Csra6640 Firmware - All All All
Qualcomm Ipg4018 - All All All
Qualcomm Ipg4018 Firmware - All All All

Qualcomm Ipg4019 - All All All


https://cve.report/
https://cve.report/CVE-2021-30313/mitre
https://cve.report/CVE-2021-30313/nist
https://cve.report/CVE-2021-30313/cve_org
https://cve.report/CVE-2021-30313.pdf
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8096au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8096au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8031
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8031_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8035
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8035_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar9380
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar9380_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csr8811
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csr8811_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6620
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6620_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6640
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6640_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq4018
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq4018_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq4019
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Ipg6000
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http://cve.report/vendor/qualcomm
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca4024_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391_firmware
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http://cve.report/software/qualcomm/qca6426
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