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CVE CVE-2021-30337
State PUBLIC
Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-03 08:15:00 UTC
Updated 2022-01-12 15:54:00 UTC
Description Possible use after free when process shell memory is freed using IOCTL call and process initialization is in progress in Sna
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm Apqg8009 - All All All
Hardware Qualcomm Apq8009w - All All All
Operating System Qualcomm Apqg8009w Firmware - All All All
Operating System Qualcomm Apg8009 Firmware - All All All
Hardware Qualcomm Apqg8017 - All All All
Operating System Qualcomm Apqg8017 Firmware - All All All
Hardware Qualcomm Apg8096au - All All All
Operating System Qualcomm Apq8096au Firmware - All All All
Hardware Qualcomm Aqgt1000 - All All All
Operating System Qualcomm Aqt1000 Firmware - All All All
Hardware Qualcomm Ar8031 - All All All
Operating System Qualcomm Ar8031 Firmware - All All All
Hardware Qualcomm Ar8035 - All All All
Operating System Qualcomm Ar8035 Firmware - All All All
Hardware Qualcomm Ar9380 - All All All
Operating System Qualcomm Ar9380 Firmware - All All All
Hardware Qualcomm Csr8811 - All All All
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610386 Google Android Devices December 2021 Security Patch Missing

610391 Google Android January 2022 Security Patch Missing for Samsung
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