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Certain versions of Macos from Apple contain the following
vulnerability:

Zoom Chat through 2021-04-09 on Windows and macOS allows
certain remote authenticated attackers to execute arbitrary code
without user interaction. An attacker must be within the same
organization, or an external party who has been accepted as a contact.
NOTE: this is specific to the Zoom Chat software, which is different

from the chat feature of the Zoom Meetings and Zoom Video Webinars software.

CVSS3 Score: 8.8 - HIGH
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CVSS2 Score: 9 - HIGH
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CVE References

Description Tags Link

Group Messaging - Zoom zoom.us

text/html

 MISC zoom.us/feature/messaging

CVE-2021-30480 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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text/html

$200,000 Awarded for Zero-Click Zoom Exploit at Pwn2Own |
SecurityWeek.Com

www.securityweek.com

text/html

 MISC www.securityweek.com/200000-
awarded-zero-click-zoom-exploit-pwn2own

Zoom zero-day discovery makes calls safer, hackers
$200,000 richer - Malwarebytes Labs | Malwarebytes Labs

blog.malwarebytes.com

text/html

 MISC blog.malwarebytes.com/exploits-and-
vulnerabilities/2021/04/zoom-zero-day-
discovery-makes-calls-safer-hackers-200000-
richer/

JavaScript is not available. nitter.domain.glass

text/html

 MISC
twitter.com/thezdi/status/1379859851061395459

Zoom RCE from Pwn2Own 2021 · Sector 7 sector7.computest.nl

text/html

 MISC sector7.computest.nl/post/2021-08-
zoom/

Security Bulletins | Zoom explore.zoom.us

text/html

 MISC
explore.zoom.us/en/trust/security/security-
bulletin/

Zero Day Initiative on Twitter: "We're still confirming the
details of the #Zoom exploit with Daan and Thijs, but here's a
better gif of the bug in action. #Pwn2Own #PopCalc…
https://t.co/eflVpo5Eh9"

nitter.domain.glass

text/html

 MISC
twitter.com/thezdi/status/1379855435730149378

Critical Zoom vulnerability triggers remote code execution
without user input | ZDNet

www.zdnet.com

text/html

 MISC www.zdnet.com/article/critical-zoom-
vulnerability-triggers-remote-code-execution-
without-user-input/

ZDI-21-971 | Zero Day Initiative www.zerodayinitiative.com

text/html

 MISC
www.zerodayinitiative.com/advisories/ZDI-21-
971/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

377688 Zoom Client for Meetings Heap Overflow Vulnerability (ZSB-21002)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Apple Macos - All All All

Operating
System

Microsoft Windows - All All All

Application Zoom Chat All All All All

No vendor comments have been submitted for this CVE

cpe:2.3:o:apple:macos:-:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows:-:*:*:*:*:*:*:*:

cpe:2.3:a:zoom:chat:*:*:*:*:*:*:*:*:
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Social Mentions

Source Title Posted (UTC)

 @CVEreport CVE-2021-30480 : Zoom Chat through 2021-04-09 on #Windows and macOS allows certain
remote authenticated attackers t… twitter.com/i/web/status/1…

2021-04-09
22:51:50

 @ipssignatures I know no IPS that has a protection/signature/rule for the vulnerability CVE-2021-30480. The vuln
was published 1 d… twitter.com/i/web/status/1…

2021-04-11
15:04:00

 @ipssignatures The vuln CVE-2021-30480 has a tweet created 1 days ago and retweeted 7 times.
twitter.com/CVEnew/status/… #Snys7gotib4iks

2021-04-11
15:04:00

@SecRiskRptSME
RT: CVE-2021-30480 Zoom Chat through 2021-04-09 on Windows and macOS allows certain
remote authenticated attackers… twitter.com/i/web/status/1…

2021-04-12
07:36:34

 @FBussoletti #CyberSecurity, scoperta vulnerabilità #ZeroDay in #ZoomChat. @yoroisecurity: E’ la CVE-2021-
30480 ed è causata da… twitter.com/i/web/status/1…

2021-04-14
07:57:15

 /r/netcve CVE-2021-30480 2021-04-09
23:47:08
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