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CVE-2021-3060

PUBLIC

psirt@paloaltonetworks.com

CVE Program / NVD first with legacy fallback
2021-11-10 17:15:00 UTC
2021-11-1513:16:00 UTC

An OS command injection vulnerability in the Simple Certificate Enroliment Protocol (SCEP) feature of PAN-OS software al

| 1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Paloaltonetworks Pan-os All All All All
Operating System Paloaltonetworks Pan-os All All All All
Operating System Paloaltonetworks Pan-os All All All All
Operating System Paloaltonetworks Pan-os All All All All
Application Paloaltonetworks Prisma Access 2.1 All All All
Application Paloaltonetworks Prisma Access 2.1 All All All
References |
Reference Source Link
Configure the Master Key CONFIRM  docs.paloaltonetworks.con
Set Up Prisma Access CONFIRM  docs.paloaltonetworks.con

CVE-2021-3060 PAN-OS: OS Command Injection in Simple Certificate Enrollment Protocol (SCEP) CONFIRM security.paloaltonetworks.

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit


https://cve.report/
https://cve.report/CVE-2021-3060/mitre
https://cve.report/CVE-2021-3060/nist
https://cve.report/CVE-2021-3060/cve_org
https://cve.report/CVE-2021-3060.pdf
http://cve.report/vendor/paloaltonetworks
http://cve.report/software/paloaltonetworks/pan-os
http://cve.report/vendor/paloaltonetworks
http://cve.report/software/paloaltonetworks/pan-os
http://cve.report/vendor/paloaltonetworks
http://cve.report/software/paloaltonetworks/pan-os
http://cve.report/vendor/paloaltonetworks
http://cve.report/software/paloaltonetworks/pan-os
http://cve.report/vendor/paloaltonetworks
http://cve.report/software/paloaltonetworks/prisma_access
http://cve.report/vendor/paloaltonetworks
http://cve.report/software/paloaltonetworks/prisma_access
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/certificate-management/configure-the-master-key.html
https://docs.paloaltonetworks.com/prisma/prisma-access/innovation/2-1/prisma-access-panorama-admin/prepare-the-prisma-access-infrastructure/get-started-with-prisma-access-overview.html
https://security.paloaltonetworks.com/CVE-2021-3060
https://www.cve.org/CVERecord?id=CVE-2021-3060
https://nvd.nist.gov/vuln/detail/CVE-2021-3060

LEGACY: Palo Alto Networks thanks CJ, an external security researcher, for discovering and
reporting this issue.

Legacy QID Mappings

730283 Palo Alto Networks (PAN-OS) OS Command Injection in Simple Certificate Enroliment Protocol (SCEP) Vulnerability (PAN-
176661)
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