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Summary

CVE CVE-2021-30648

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-30 11:15:00 UTC

Updated 2021-07-06 15:14:00 UTC

Description The Symantec Advanced Secure Gateway (ASG) and ProxySG web management consoles are susceptible to an authentication bypass vulnerability. An unauthenticated attacker can execute arbitrary CLI commands, view/modify the appliance configuration and policy, and shutdown/restart the appliance.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Broadcom Symantec Advanced Secure Gateway 500-10 - All All All

Operating System Broadcom Symantec Advanced Secure Gateway 500-10 Firmware All All All All

Hardware Broadcom Symantec Advanced Secure Gateway S200-30 - All All All

Operating System Broadcom Symantec Advanced Secure Gateway S200-30 Firmware All All All All

Hardware Broadcom Symantec Advanced Secure Gateway S200-40 - All All All

Operating System Broadcom Symantec Advanced Secure Gateway S200-40 Firmware All All All All

Hardware Broadcom Symantec Advanced Secure Gateway S400-20 - All All All

Operating System Broadcom Symantec Advanced Secure Gateway S400-20 Firmware All All All All

Hardware Broadcom Symantec Advanced Secure Gateway S400-30 - All All All

Operating System Broadcom Symantec Advanced Secure Gateway S400-30 Firmware All All All All

Hardware Broadcom Symantec Advanced Secure Gateway S400-40 - All All All

Operating System Broadcom Symantec Advanced Secure Gateway S400-40 Firmware All All All All

Hardware Broadcom Symantec Advanced Secure Gateway S500-20 - All All All

Operating System Broadcom Symantec Advanced Secure Gateway S500-20 Firmware All All All All

Application Broadcom Symantec Proxysg All All All All
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Reference Source Link Tags

Broadcom Support Portal MISC support.broadcom.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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