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CVE CVE-2021-31159
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-16 13:15:00 UTC
Updated 2021-07-09 12:49:00 UTC
Description Zoho ManageEngine ServiceDesk Plus MSP before 10519 is vulnerable to a User Enumeration bug due to improper error-i

/ |

1|

Risk And Classification

Problem Types: CWE-209

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10500 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10501 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10502 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10503 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10504 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10505 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10506 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10507 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10508 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10509 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10510 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10511 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10512 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10513 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10514 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10515 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 10516 All All
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Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9404 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9405 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9406 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9407 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9408 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9409 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9410 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9411 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9412 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9413 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9414 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9415 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9416 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9417 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9418 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9419 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9420 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9421 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9422 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9423 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9424 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9425 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9426 All All
Application Zohocorp Manageengine Servicedesk Plus Msp 10.5 9427 All All
Application Zohocorp Manageengine Servicedesk Plus Msp All All All All
Reference

ManageEngine - IT Operations and Service Management Software

Zoho ManageEngine ServiceDesk Plus 9.4 User Enumeration =~ Packet Storm

GitHub - ricardojoserf/CVE-2021-31159: Zoho ManageEngine ServiceDesk Plus MSP - Active Directory User Enumeration (CVE-2021-31159’
ServiceDesk Plus MSP Edition Complete Helpdesk for MSPs

CVE Program record

NVD vulnerability detail

/| |

No vendor comments have been submitted for this CVE.
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http://packetstormsecurity.com/files/163192/Zoho-ManageEngine-ServiceDesk-Plus-9.4-User-Enumeration.html
https://github.com/ricardojoserf/CVE-2021-31159
https://www.manageengine.com/products/service-desk-msp/readme.html#10519
https://www.cve.org/CVERecord?id=CVE-2021-31159
https://nvd.nist.gov/vuln/detail/CVE-2021-31159

There are currently no legacy QID mappings associated with this CVE.
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