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Summary

CVE CVE-2021-3116

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-11 05:15:00 UTC

Updated 2021-01-14 15:09:00 UTC

Description before_upstream_connection in AuthPlugin in http/proxy/auth.py in proxy.py before 2.3.1 accepts incorrect Proxy-Authorization header data because of a boolean confusion (and versus or).

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Proxy.py Project Proxy.py All All All All

Application Proxy.py Project Proxy.py All All All All

References

Reference Source Link Tags

proxy.py · PyPI MISC pypi.org Product, Third Party Advisory

[CVE-2021-3116] proxy.py 2.3.0 — Broken basic authentication MISC cardaci.xyz Exploit, Third Party Advisory

Fix basic auth condition by abhinavsingh · Pull Request #482 · abhinavsingh/proxy.py · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982815 Python (pip) Security Update for proxy.py (GHSA-cmc7-mfmr-xqrx)
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https://cve.report/CVE-2021-3116/mitre
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https://pypi.org/project/proxy.py/2.3.1/#history
https://cardaci.xyz/advisories/2021/01/10/proxy.py-2.3.0-broken-basic-authentication/
https://github.com/abhinavsingh/proxy.py/pull/482/commits/9b00093288237f5073c403f2c4f62acfdfa8ed46
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