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cssanmvnncLrrnumsuctan  Gertain versions of Windows 10 from Microsoft contain the foIIowing
’ vulnerability:

HTTP Protocol Stack Remote Code Execution Vulnerability

CVE-2021-31166 has been assigned by §¥ secure@microsoft.com to track the vulnerability - currently rated as severity.
Affected Vendor/Software: §¥ Microsoft - Windows 10 Version 2004 version < 10.0.19041.982

Affected Vendor/Software: §¥ Microsoft - Windows Server version 2004 version < 10.0.19041.982

Affected Vendor/Software: §® Microsoft - Windows 10 Version 20H2 version < 10.0.19042.982

Affected Vendor/Software: §¥ Microsoft - Windows Server version 20H2 version < 10.0.19042.982

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: 7.5-HIGH
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact



https://cve.report/
https://cve.report/CVE-2021-31166/mitre
https://cve.report/CVE-2021-31166/nist
https://cve.report/CVE-2021-31166/cve_org
https://cve.report/CVE-2021-31166.pdf
http://cve.report/software/microsoft/windows_10
http://cve.report/vendor/microsoft
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

CVE References

Description Tags Link

Microsoft HTTP Protocol Stack Remote Code @8 MISC packetstormsecurity.com/files/162722/Microsoft-

Execution ~ Packet Storm HTTP-Protocol-Stack-Remote-Code-Execution.html
Security Update Guide - Microsoft Security MISC portal.msrc.microsoft.com/en-US/security-
Response Center guidance/advisory/CVE-2021-31166

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

91762 Microsoft Windows Security Update for May 2021

91767 Microsoft Windows HTTP Protocol Stack Remote Code Execution Vulnerability - May 2021

Exploit/POC from Github

Proof of concept for CVE-2021-31166, a remote HTTP.sys use-after-free triggered remotely.

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows 10 2004 All All All
System

Operating Microsoft Windows 10 20h2 All All All
System

Operating Microsoft Windows Server 2016 2004 All All All

System

Operating Microsoft Windows Server 2016 20h2 All All All

System

aKLk LKLk LK LKLk,

cpe:2.3:0:microsoft:windows_server_2016:2004:*:*:*:*:*:*:*:

akLk kKKK LK,

cpe:2.3:0:microsoft:windows_server_2016:20h2:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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CVE-2021-31166 - Wormable RCE in HTTP Protocol stack.

Ako. HTTP Protocol Stack Remote Code Execution Vulnerability CVE-2021-31166

H—, msrc.microsoft.com/update-guide/v... HTTP FOFJL AZ VY DOUE—+TIO— BH

E{TSN 30554 CVE-2021-31166

SHOWUTKRICE/ZED, http[.]sysDREIEE LD Z & T2015FDMS15-034% B \H UE
TH, BB20H1LAEDOWINT0RITR : CVE-2021-31166 - EFaUT A BHIOTS L HA B
- Micr... twitter.com/i/web/status/1...

We'll have a quick summary blog on the vulnerability CVE-2021-31166 coming soon, but the
tl;dr is - Patch quickly :) twitter.com/Bulldog_Palm/s...

CVE-2021-31166 : HTTP Protocol Stack Remote Code Execution Vulnerability...
cve.report/CVE-2021-31166

Kevin's Lame Review of May 2021's Patch Tuesday, thread. CVE-2021-31166 - RCE in HTTP
Protocol (think mini IIS).... twitter.com/i/web/status/1...

The following statement is from @spovolny, Head of Advanced Threat Research and Principle
Engineer. CVE-2021-31166... twitter.com/i/web/status/1...

@GossiTheDog not even the HTTP RCE vuln CVE-2021-311667?

Talos has a protection/signature/rule for the vulnerability CVE-2021-31166.
feedproxy.google.com/~r/Snort/~3/AT... The vuln may no... twitter.com/i/web/status/1...

The vuln CVE-2021-31166 has a tweet created 0 days ago and retweeted 12 times.
twitter.com/kpyke/status/1... #Sla7log4erxrzm

Microsoft's May 2021 Patch Tuesday Addresses 55 CVEs (CVE-2021-31166)
tenable.com/blog/microsoft...

The vuln CVE-2021-31166 has a tweet created 0 days ago and retweeted 12 times.
twitter.com/GossiTheDog/st... #pow1rtrtwwcve

CVE-2021-31166/84%1E 3 DIC...

"CVE-2021-31166 — Wormable"

windows::http.sys::RCE::CVE-2021-31166

S B AED CVE-2021-31166 HTTP.sys® i L1 —H —1%fFi2 LORCE CVSS 9.8, MSH
HAETRONOIEMRBETERALRIIIREEL, A TJ— AL ETEERESEEDIZHERIC
FENB3IA4TTHI), Bo... twitter.com/i/web/status/1...

HTTP Protocol Stack Remote Code Execution Vulnerability(CVE-2021-31166) #wormable
Exploitation More Likely... twitter.com/i/web/status/1...

Read the latest Blue Hexagon Threat Advisory about CVE-2021-31166 that can lead to
#Remotecodeexecution and is pote... twitter.com/i/web/status/1...

Wormable msrc.microsoft.com/update-guide/e...

CVE-2021-31166 "HTTP Protocol Stack Remote Code Execution Vulnerability" "This
vulnerability allows an unauthentica... twitter.com/i/web/status/1...
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CVE-2021-3116b #new #patchnow

Everyone should be focused on patching CVE-2021-31166 ASAP. Inkd.in/euPSWbC

CVE-2021-31166: HTTP Protocol Stack Remote Code Execution Vulnerability
meterpreter.org/cve-2021-31166... #info #news #tech

Microsoft's May 2021 Patch Tuesday Addresses 55 CVEs (CVE-2021-31166)
ow.ly/7oah102JsRd

Tendencias de hoy ... msrc.microsoft.com/update-guide/v... https://t.co/3sJBQmMDy15

remote code execution, hlibsch. msrc.microsoft.com/update-guide/e...

"For ransomware operators, CVE-2021-31166 is a prime target for exploitation and wormable
exploits should always be... twitter.com/i/web/status/1...
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E /2 Visual Studio®RCE ( CVE-2021-27068 ) £:MNTICRD XS, RVUTFIVI VD
RCE ( CVE-2... twitter.com/i/web/status/1...

Entre estas, destaque para a vulnerabilidade CVE-2021-31166 (CVSS 9.8), uma falha de
execugao remota de comandos na... twitter.com/i/web/status/1...

Microsoft's May 2021 Patch Tuesday Addresses 55 CVEs (CVE-2021-31166)
ow.ly/EOIH102JtuN

HTTP Protocol Stack Remote Code Execution Vulnerability msrc.microsoft.com/update-
guide/v...

HTTP Protocol Stack Remote Code Execution Vulnerability msrc.microsoft.com/update-
guide/v...

i was busy reading about Frag Attack yesterday (all of which was whoosh over my head) and
completely missed CVE-2021-31166. OH BOY.

Important #PatchTuesday -- "By all accounts, the most pressing priority this month is CVE-
2021-31166, a Windows 10... twitter.com/i/web/status/1...

So anyone only looking at IIS server for http.sys CVE-2021-31166 your not doing it right.
https://t.co/6UKVOFQqrT]j

CVE-2021-31166 har-sia.info/CVE-2021-31166... #Harsialnfo

#News CVE-2021-31166: HTTP Protocol Stack Remote Code Execution Vulnerability: On May
11, Microsoft officially rele... twitter.com/i/web/status/1...

Neat a new "wormable" vuln in http.sys msrc.microsoft.com/update-guide/e...

Patch Tesday, plusieurs failles ont été colmaté ainsi que le ver (CVE-2021-31166) dans la
couche HTTP.... twitter.com/i/web/status/1...

CVE-2021-31166: HTTP Protocol Stack Remote Code Execution Vulnerability: On May 11,
Microsoft officially released t... twitter.com/i/web/status/1...
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HTTPZO VRS v o U E— FO— FETOMEESH (CVE-2021-31166)
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Microsoft's May 2021 Patch Tuesday Addresses 55 CVEs (CVE-2021-31166)
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Details on CVE-2021-31166 - "As HTTP.SYS is implemented as a kernel driver, exploitation of
this bug will result i... twitter.com/i/web/status/1...

CVE-2021-31166: HTTP Protocol Stack Remote Code Execution Vulnerability
msrc.microsoft.com/update-guide/v...

"wormable RCE (CVE-2021-31166) in the HTTP protocol stack." twitter.com/thehackersnews...
https://t.co/lJE4ARdA87PmI

CVE-2021-31166 - Security Update Guide - Microsoft - HTTP Protocol Stack Remote Code
Execution Vulnerability msrc.microsoft.com/update-guide/v...

CVE-2021-31166 : HTTP Protocol Stack Remote Code Execution Vulnerability Wormable RCE
in HTTP Protocol stack(http.... twitter.com/i/web/status/1...

Microsoft's May 2021 Patch Tuesday Addresses 55 CVEs (CVE-2021-31166)
ow.ly/BBrR102Jxjk

It's new to me that CheckPoint has a protection/signature/rule for the vulnerability CVE-2021-
31166.... twitter.com/i/web/status/1...

| know one more IPS that has a protection/signature/rule for the vulnerability CVE-2021-31166.
ipssignatures.appspot.com/?cve=CVE-2021-... #Sla7log4erxrzm

Microsoft's May 2021 Patch Tuesday Addresses 55 CVEs (CVE-2021-31166)
ow.ly/UKLe102JyLz

Lost in the week, CVE-2021-31166 wormable http.sys RCE perfectly encapsulates offensive
advantage in one bug. Where... twitter.com/i/web/status/1...

It's new to me that Astaro has a protection/signature/rule for the vulnerability CVE-2021-31166.
... twitter.com/i/web/status/1...

| know 2 other IPSs that have protections/signatures/rules for the vulnerability CVE-2021-

31166. ipssignatures.appspot.com/?cve=CVE-2021-... #Sla7log4erxrzm

CVE-2021-31166 har-sia.info/CVE-2021-31166... #Harsialnfo

Ok, HTTP Protocol Stack Remote Code Execution Vulnerability on Windows. 2021. In the

kernel. msrc.microsoft.com/update-guide/e...

CVE-2021-31166 — Windows HTTP Protocol Stack Remote Code Execution Vulnerability

CVE-2021-31166: Microsoft Windows HTTP Protocol Stack Remote Code Execution

Vulnerability - blue screens a target currently (i.e. does not achieve full RCE)

PoC exploit code for Windows CVE-2021-31166 bug

Expert released PoC exploit code for Windows CVE-2021-31166 bug

Windows VRS Users and May 2021 Windows Updates

OverclOk/CVE-2021-31166

CVE-2021-31166: A Wormable Code Execution Bug in HTTP.sys

Windows Exploit in http-sys: Proof-of-Concept publicly available now

New vulnerability CVE-2021-31166 20h2 and 2004 versions.
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