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Summary

CVE CVE-2021-31239

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-09 02:15:00 UTC

Updated 2023-11-24 14:15:00 UTC

Description An issue found in SQLite SQLite3 v.3.35.4 that allows a remote attacker to cause a denial of service via the appendvfs.c function.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sqlite Sqlite 3.35.4 All All All

References

Reference Source Link

Vulnerabilities MISC www.sqlite.org

[SECURITY] Fedora 38 Update: chromium-113.0.5672.126-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Vulnerabilities/CVE-2021-31239 at main · Tsiming/Vulnerabilities · GitHub MISC github.com

SQLite: Multiple Vulnerabilities (GLSA 202311-03) — Gentoo security security.gentoo.org

SQLite Forum: segfault in sqlite3 (3.35.4) MISC www.sqlite.org

[SECURITY] Fedora 37 Update: chromium-113.0.5672.126-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE-2021-31239 SQLite Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

[SECURITY] Fedora 37 Update: chromium-113.0.5672.126-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 38 Update: chromium-113.0.5672.126-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

182223 Debian Security Update for sqlite3 (CVE-2021-31239)

283992 Fedora Security Update for chromium (FEDORA-2023-69264c19f9)

284109 Fedora Security Update for chromium (FEDORA-2023-5c477a04ca)

710786 Gentoo Linux SQLite Multiple Vulnerabilities (GLSA 202311-03)
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