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Summary

CVE CVE-2021-31291

State REJECT

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-26 17:15:00 UTC

Updated 2023-11-07 03:34:00 UTC

Description ** REJECT ** DO NOT USE THIS CANDIDATE NUMBER. ConsultIDs: CVE-2021-29457. Reason: This candidate is a duplicate of CVE-2021-29457. Notes: All CVE users should reference CVE-2021-29457 instead of this candidate. All references and descriptions in this candidate have been removed to prevent accidental usage.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Exiv2 Exiv2 0.27.3 - All All

References

Reference Source Link Tags

heap-buffer-overflow write in Exiv2::Jp2Image::doWriteMetadata · Issue #1529 · Exiv2/exiv2 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159354 Oracle Enterprise Linux Security Update for exiv2 (ELSA-2021-3152)

159355 Oracle Enterprise Linux Security Update for compat-exiv2-026 (ELSA-2021-3153)

159359 Oracle Enterprise Linux Security Update for exiv2 (ELSA-2021-3158)

159361 Oracle Enterprise Linux Security Update for compat-exiv2-026 (ELSA-2021-3233)

159362 Oracle Enterprise Linux Security Update for compat-exiv2-023 (ELSA-2021-3234)

178777 Debian Security Update for exiv2 (DLA 2750-1)

198449 Ubuntu Security Notification for Exiv2 vulnerability (USN-5028-1)

239558 Red Hat Update for exiv2 (RHSA-2021:3158)
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239558 Red Hat Update for exiv2 (RHSA-2021:3158)

239563 Red Hat Update for compat-exiv2-026 (RHSA-2021:3153)

239564 Red Hat Update for exiv2 (RHSA-2021:3152)

239573 Red Hat Update for compat-exiv2-023 (RHSA-2021:3234)

239574 Red Hat Update for compat-exiv2-026 (RHSA-2021:3233)

239575 Red Hat Update for exiv2 (RHSA-2021:3232)

239576 Red Hat Update for exiv2 (RHSA-2021:3231)

239577 Red Hat Update for compat-exiv2-026 (RHSA-2021:3230)

257104 CentOS Security Update for exiv2 (CESA-2021:3158)

281833 Fedora Security Update for mingw (FEDORA-2021-399f869889)

281834 Fedora Security Update for mingw (FEDORA-2021-cbaef8e2d5)

352842 Amazon Linux Security Advisory for exiv2: ALAS2-2021-1701

376913 Alibaba Cloud Linux Security Update for compat-exiv2-023 (ALINUX2-SA-2021:0050)

377011 Alibaba Cloud Linux Security Update for exiv2 (ALINUX2-SA-2021:0048)

377064 Alibaba Cloud Linux Security Update for compat-exiv2-026 (ALINUX2-SA-2021:0049)

377127 Alibaba Cloud Linux Security Update for exiv2 (ALINUX3-SA-2021:0066)

377144 Alibaba Cloud Linux Security Update for compat-exiv2-026 (ALINUX3-SA-2021:0064)

377159 Alibaba Cloud Linux Security Update for exiv2 (ALINUX3-SA-2021:0065)

501840 Alpine Linux Security Update for exiv2

503076 Alpine Linux Security Update for exiv2

503344 Alpine Linux Security Update for exiv2

503418 Alpine Linux Security Update for exiv2

503507 Alpine Linux Security Update for exiv2

503534 Alpine Linux Security Update for exiv2

503619 Alpine Linux Security Update for exiv2

671050 EulerOS Security Update for exiv2 (EulerOS-SA-2021-2579)

752663 SUSE Enterprise Linux Security Update for exiv2 (SUSE-SU-2022:3543-1)

752681 SUSE Enterprise Linux Security Update for exiv2 (SUSE-SU-2022:3598-1)

752871 SUSE Enterprise Linux Security Update for exiv2 (SUSE-SU-2022:4252-1)
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752917 SUSE Enterprise Linux Security Update for exiv2 (SUSE-SU-2022:3889-1)

940013 AlmaLinux Security Update for compat-exiv2-026 (ALSA-2021:3153)

940018 AlmaLinux Security Update for exiv2 (ALSA-2021:3152)

960008 Rocky Linux Security Update for compat-exiv2-026 (RLSA-2021:3153)

960026 Rocky Linux Security Update for exiv2 (RLSA-2021:3152)
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