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Summary

CVE CVE-2021-3130

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-20 16:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description Within the Open-AudIT up to version 3.5.3 application, the web interface hides SSH secrets, Windows passwords, and SNMP strings from users using HTML 'password field' obfuscation. By using Developer tools or similar, it is possible to change the obfuscation so that the credentials are visible.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opmantek Open-audit All All All All

References

Reference Source Link Tags

raw.githubusercontent.com/B0D0B0P0T/CVE/main/CVE-2021-3130 MISC raw.githubusercontent.com Third Party Advisory

Network Discovery and Inventory Software | Open-AudIT | Opmantek MISC opmantek.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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