VE-2021-31

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-31361
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-19 19:15:00 UTC

Updated 2022-10-27 16:34:00 UTC

Description An Improper Check for Unusual or Exceptional Conditions vulnerability combined with Improper Handling of Exceptional Cc
K1 I i

Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Juniper Junos 17.3 - All All
Operating System Juniper Junos 17.3 r1 All All
Operating System Juniper Junos 17.3 r1-s1 All All
Operating System Juniper Junos 17.3 r1-s4 All All
Operating System Juniper Junos 17.3 r2 All All
Operating System Juniper Junos 17.3 r2-s1 All All
Operating System Juniper Junos 17.3 r2-s2 All All
Operating System Juniper Junos 17.3 r2-s3 All All
Operating System Juniper Junos 17.3 r2-s4 All All
Operating System Juniper Junos 17.3 r2-s5 All All
Operating System Juniper Junos 17.3 r3 All All
Operating System Juniper Junos 17.3 r3 - All
Operating System Juniper Junos 17.3 r3-s1 All All
Operating System Juniper Junos 17.3 r3-s10 All All
Operating System Juniper Junos 17.3 r3-s2 All All
Operating System Juniper Junos 17.3 r3-s3 All All
Operating System Juniper Junos 17.3 r3-s4 All All
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Hardware Juniper Ptx10008 - All All All
Hardware Juniper Ptx10016 - All All All
Hardware Juniper Ptx3000 - All All All
Hardware Juniper Ptx5000 - All All All
Hardware Juniper Qfx10000 - All All All
Hardware Juniper Qfx10002 - All All All
Hardware Juniper Qfx10002-32q - All All All
Hardware Juniper Qfx10002-60c - All All All
Hardware Juniper Qfx10002-72q - All All All
Hardware Juniper Qfx10008 - All All All
Hardware Juniper Qfx10016 - All All All
Hardware Juniper Qfx10k - All All All
Hardware Juniper Qfx3000-g - All All All
Hardware Juniper Qfx3000-m - All All All
Hardware Juniper Qfx3008-i - All All All
Hardware Juniper Qfx3100 - All All All
Hardware Juniper Qfx3500 - All All All
Hardware Juniper Qfx3600 - All All All
Hardware Juniper Qfx3600-i - All All All
Hardware Juniper Qfx5100 - All All All
Hardware Juniper Qfx5100-96s - All All All
Hardware Juniper Qfx5110 - All All All
Hardware Juniper Qfx5120 - All All All
Hardware Juniper Qfx5130 - All All All
Hardware Juniper Qfx5200 - All All All
Hardware Juniper Qfx5200-32¢c - All All All
Hardware Juniper Qfx5200-48y - All All All
Hardware Juniper Qfx5210 - All All All
Hardware Juniper Qfx5210-64c - All All All
Hardware Juniper Qfx5220 - All All All
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2021-10 Security Bulletin: Junos OS: QFX Series and PTX Series: FPC resource usage increases when certain packets are processed which
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

43880 Juniper Network Operating System (Junos OS) Denial of Service (DoS) Vulnerability (JSA11223)
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