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Risk And Classification

VE-2021-3147

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-31473
State PUBLIC
Assigner zdi-disclosures@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-21 15:15:00 UTC
Updated 2021-05-27 13:19:00 UTC
Description This vulnerability allows remote attackers to execute arbitrary code on affected installations of Foxit Reader 10.1.3.37598. (

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor

Application Foxitsoftware

Application Foxitsoftware

Application Foxitsoftware

Operating System Microsoft
References

Reference

Security Bulletins | Foxit Software
ZDI-21-561 | Zero Day Initiative

CVE Program record

NVD vulnerability detail

Product
Phantompdf
Phantompdf
Reader

Windows

Source
MISC
MISC
CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Version Update Edition Language
All All All All
All All All All
All All All All
- All All All
Link Tags

www.foxitsoftware.com
www.zerodayinitiative.com
WWw.cve.org canonical

nvd.nist.gov canonical, analysis

375563 Foxit Reader and Foxit PhantomPDF Multiple Vulnerabilities

375946 Foxit Reader and Foxit PhantomPDF Multiple Vulnerabilities


https://cve.report/
https://cve.report/CVE-2021-31473/mitre
https://cve.report/CVE-2021-31473/nist
https://cve.report/CVE-2021-31473/cve_org
https://cve.report/CVE-2021-31473.pdf
http://cve.report/vendor/foxitsoftware
http://cve.report/software/foxitsoftware/phantompdf
http://cve.report/vendor/foxitsoftware
http://cve.report/software/foxitsoftware/phantompdf
http://cve.report/vendor/foxitsoftware
http://cve.report/software/foxitsoftware/reader
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
https://www.foxitsoftware.com/support/security-bulletins.php
https://www.zerodayinitiative.com/advisories/ZDI-21-561/
https://www.cve.org/CVERecord?id=CVE-2021-31473
https://nvd.nist.gov/vuln/detail/CVE-2021-31473
http://cve.report/qid/375563
http://cve.report/qid/375946
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