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Summary

CVE CVE-2021-31567

State PUBLIC

Assigner audit@patchstack.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-28 20:15:00 UTC

Updated 2022-02-03 17:09:00 UTC

Description Authenticated (admin+) Arbitrary File Download vulnerability discovered in Download Monitor WordPress plugin (versions <= 4.4.6). The plugin allows arbitrary files, including sensitive configuration files such as wp-config.php, to be downloaded via the &downloadable_file_urls[0] parameter data. It's also possible to escape from the web server home directory and download any file within the OS.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wpchill Download Monitor All All All All

References

Reference Source Link

Download Monitor – WordPress plugin | WordPress.org CONFIRM wordpress.org

download-monitor/changelog.txt at master · WPChill/download-monitor · GitHub CONFIRM github.com

WordPress Download Monitor plugin <= 4.4.6 - Authenticated Arbitrary File Download vulnerability - Patchstack CONFIRM patchstack.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Vulnerability discovered by Ex.Mi (Patchstack).

There are currently no legacy QID mappings associated with this CVE.
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