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Summary

CVE CVE-2021-31607

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-23 06:15:00 UTC

Updated 2023-12-21 18:32:00 UTC

Description In SaltStack Salt 2016.9 through 3002.6, a command injection vulnerability exists in the snapper module that allows for local privilege escalation on a minion. The attack requires that a file is created with a pathname that is backed up by snapper, and that the master calls the snapper.diff function (which executes popen unsafely).

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Application Saltstack Salt All All All All

References

Reference Source Link Tags

[SECURITY] Fedora 33 Update: salt-3003-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 34 Update: salt-3003.3-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 33 Update: salt-3003-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 2815-1] salt security update MLIST lists.debian.org

[SECURITY] Fedora 34 Update: salt-3003.3-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 33 Update: salt-3003.3-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Debian -- Security Information -- DSA-5011-1 salt DEBIAN www.debian.org

SaltStack Minion Privledge Escaltion in Snapper Module MISC sec.stealthcopter.com

[SECURITY] Fedora 33 Update: salt-3003.3-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: salt-3003.3-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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[SECURITY] Fedora 35 Update: salt-3003.3-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Salt: Multiple Vulnerabilities (GLSA 202310-22) — Gentoo security GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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178891 Debian Security Update for salt (DLA 2815-1)

178903 Debian Security Update for salt (DSA 5011-1)

179605 Debian Security Update for salt (CVE-2021-31607)

281240 Fedora Security Update for salt (FEDORA-2021-5aaebdae8e)

281892 Fedora Security Update for salt (FEDORA-2021-00ada7e667)

281893 Fedora Security Update for salt (FEDORA-2021-93a7c8b7c6)

376109 SaltStack Salt Minion Multiple Vulnerabilities

376110 SaltStack Salt Minion Command Injection Vulnerability

501689 Alpine Linux Security Update for salt

710782 Gentoo Linux Salt Multiple Vulnerabilities (GLSA 202310-22)

750029 SUSE Enterprise Linux Security Beta update for SUSE Manager Client Tools (SUSE-SU-2021:14732-1)

750154 SUSE Enterprise Linux Security Update for salt (SUSE-SU-2021:1951-1)

750687 SUSE Enterprise Linux Security Update for Salt (SUSE-SU-2021:2104-1)

750688 SUSE Enterprise Linux Security Update for salt (SUSE-SU-2021:2105-1)

750705 OpenSUSE Security Update for salt (openSUSE-SU-2021:0899-1)

750760 OpenSUSE Security Update for salt (openSUSE-SU-2021:2106-1)

750769 OpenSUSE Security Update for salt (openSUSE-SU-2021:1951-1)
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