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CVE-2021-31771
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Certain versions of System Scheduler from Splinterware contain the following vulnerability:

** REJECT ** DO NOT USE THIS CANDIDATE NUMBER. ConsultIDs: none. Reason: This
candidate was withdrawn by its CNA. Further investigation showed that it was not a security
issue. Notes: none.

CVE References

Description Tags Link

Splinterware splinterware.com

text/html

 MISC splinterware.com

Splinterware System Scheduler Professional 5.30
Privilege Escalation ≈ Packet Storm

packetstormsecurity.com

text/html

 MISC
packetstormsecurity.com/files/162540/Splinterware-
System-Scheduler-Professional-5.30-Privilege-
Escalation.html

Splinterware System Scheduler Professional 5.30 -
Unquoted Service Path - Windows local Exploit

www.exploit-db.com

Proof of Concept

text/html

 MISC www.exploit-db.com/exploits/49858

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Splinterware System Scheduler 5.30 All All All

CVE-2021-31771 has been assigned by  cve@mitre.org to track the vulnerability

�

cpe:2.3:a:splinterware:system_scheduler:5.30:*:*:*:professional:*:*:*:
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http://cve.report/vendor/splinterware
http://cve.report/glossary/common-cve-tag-descriptions/
http://splinterware.com
https://packetstormsecurity.com/files/162540/Splinterware-System-Scheduler-Professional-5.30-Privilege-Escalation.html
https://www.exploit-db.com/exploits/49858
mailto:%20comment@cve.report
http://cve.report/vendor/splinterware
http://cve.report/software/splinterware/system_scheduler


← Previous ID Next ID→

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

@SecRiskRptSME
RT: CVE-2021-31771 Splinterware System Scheduler Professional version 5.30 is subject to
insecure folders permissi… twitter.com/i/web/status/1…

2021-07-06
15:36:24
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