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cssamvnncLrriumsucian Gertain versions of Wdb-20 from ng htOW'Sp contain the foIIowing
vulnerability:

An issue exists on NightOwl WDB-20-V2 WDB-20-V2_20190314
devices that allows an unauthenticated user to gain access to
snapshots and video streams from the doorbell. The binary app offers
a web server on port 80 that allows an unauthenticated user to take a
snapshot from the doorbell camera via the /snapshot URI.

CVE-2021-31793 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [ NONE |
Scope Confidentiality Integrity Availability

Impact Impact Impact

[ HIGH | =3 [ NONE |

CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | (e
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comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition
Hardware = >4 Nightowlsp Wdb-20 v2 All All
Operating Nightowlsp Wdb-20 Firmware 20190314 All All
System

No vendor comments have been submitted for this CVE
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