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CVE CVE-2021-31805
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-04-12 16:15:00 UTC
Updated 2022-07-25 18:15:00 UTC

Description The fix issued for CVE-2020-17530 was incomplete. So from Apache Struts 2.0.0 to 2.5.29, still some of the tag’s attributes
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Risk And Classification

Problem Types: CWE-917

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Struts All All All All
Reference

S2-062 - Apache Struts 2 Wiki - Apache Software Foundation

CVE-2021-31805 Apache Struts Vulnerability in NetApp Products | NetApp Product Security

oss-security - CVE-2021-31805: Apache Struts: Forced OGNL evaluation, when evaluated on raw not validated user input in tag attributes, me
Oracle Critical Patch Update Advisory - July 2022

CVE Program record

NVD vulnerability detail

/]

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Struts would like to thank Chris McCown for reporting this issue!

Legacy QID Mappings

150504 Apache Struts 2 Remote Code Execution Vulnerabilitv (CVE-2021-31805)


https://cve.report/
https://cve.report/CVE-2021-31805/mitre
https://cve.report/CVE-2021-31805/nist
https://cve.report/CVE-2021-31805/cve_org
https://cve.report/CVE-2021-31805.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/struts
https://cwiki.apache.org/confluence/display/WW/S2-062
https://security.netapp.com/advisory/ntap-20220420-0001/
http://www.openwall.com/lists/oss-security/2022/04/12/6
https://www.oracle.com/security-alerts/cpujul2022.html
https://www.cve.org/CVERecord?id=CVE-2021-31805
https://nvd.nist.gov/vuln/detail/CVE-2021-31805
http://cve.report/qid/150504

376539 Apache Struts2 Remote Code Execution (RCE) Vulnerability (S2-062)

376540 Apache Struts2 Remote Code Execution (RCE) Vulnerability (S2-062) (Tomcat Server Authentication Record)
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