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Certain versions of Google/apple Exposure Notifications from Google
contain the following vulnerability:

GAEN (aka Google/Apple Exposure Notifications) through 2021-04-27
on Android allows attackers to obtain sensitive information, such as a
user's location history, in-person social graph, and (sometimes)
COVID-19 infection status, because Rolling Proximity Identifiers and
MAC addresses are written to the Android system log, and many

Android devices have applications (preinstalled by the hardware manufacturer or network
operator) that read system log data and send it to third parties. NOTE: a news outlet (The
Markup) states that they received a vendor response indicating that fix deployment "began
several weeks ago and will be complete in the coming days."

CVSS3 Score: 3.3 - LOW
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UNCHANGED LOW NONE NONE

CVSS2 Score: 2.1 - LOW
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PARTIAL NONE NONE

CVE References

CVE-2021-31815 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as LOW  severity.
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http://cve.report/vendor/google
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Description Tags Link

Google Promised Its Contact Tracing App Was
Completely Private—But It Wasn’t – The Markup

themarkup.org

text/html

 MISC themarkup.org/privacy/2021/04/27/google-
promised-its-contact-tracing-app-was-completely-private-but-
it-wasnt

Why Google Should Stop Logging Contact-Tracing
Data – The AppCensus Blog

blog.appcensus.io

text/html

 MISC blog.appcensus.io/2021/04/27/why-google-should-
stop-logging-contact-tracing-data/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Google Google/apple Exposure Notifications All All All All

No vendor comments have been submitted for this CVE
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