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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2021-3186
PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2021-01-26 18:16:00 UTC

2021-02-01 13:41:00 UTC

A Stored Cross-site scripting (XSS) vulnerability in /main.html Wifi Settings in Tenda AC5 AC1200 version V15.03.06.47_m

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Operating System

Operating System

Vendor

Tenda

Tenda

Tenda

Tenda

Tenda

Product

Ac1200

Ac1200

Ac1200

Ac1200 Firmware

Ac1200 Firmware

Version Update Edition Language
ach All All All
ach All All All
ach All All All
15.03.06.47_multi All All All
15.03.06.47_multi All All All

References

Reference

1]

CVE Program record

NVD vulnerability detail

Tenda AC5 AC1200 Wireless Cross Site Scripting ~ Packet Storm

Exploiting Stored Cross-Site Scripting at Tenda AC5 AC1200

Source Link Tags

MISC packetstormsecurity.com  Exploit, Third Party Advisory, VI

MISC www.hackingarticles.in Exploit, Third Party Advisory

CVE.ORG www.cve.org canonical

NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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