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Summary

CVE CVE-2021-31895

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-13 11:15:00 UTC

Updated 2021-08-27 12:50:00 UTC

Description A vulnerability has been identified in RUGGEDCOM ROS M2100 (All versions < V4.3.7), RUGGEDCOM ROS M2200 (All versions < V4.3.7), RUGGEDCOM ROS M969 (All versions < V4.3.7), RUGGEDCOM ROS RMC (All versions < V4.3.7), RUGGEDCOM ROS RMC20 (All versions < V4.3.7), RUGGEDCOM ROS RMC30 (All versions < V4.3.7), RUGGEDCOM ROS RMC40 (All versions < V4.3.7), RUGGEDCOM ROS RMC41 (All versions < V4.3.7), RUGGEDCOM ROS RMC8388 V4.X (All versions < V4.3.7), RUGGEDCOM ROS RMC8388 V5.X (All versions < V5.5.4), RUGGEDCOM ROS RP110 (All versions < V4.3.7), RUGGEDCOM ROS RS400 (All versions < V4.3.7), RUGGEDCOM ROS RS401 (All versions < V4.3.7), RUGGEDCOM ROS RS416 (All versions < V4.3.7), RUGGEDCOM ROS RS416v2 V4.X (All versions < V4.3.7), RUGGEDCOM ROS RS416v2 V5.X (All versions < 5.5.4), RUGGEDCOM ROS RS8000 (All versions < V4.3.7), RUGGEDCOM ROS RS8000A (All versions < V4.3.7), RUGGEDCOM ROS RS8000H (All versions < V4.3.7), RUGGEDCOM ROS RS8000T (All versions < V4.3.7), RUGGEDCOM ROS RS900 (32M) V4.X (All versions < V4.3.7), RUGGEDCOM ROS RS900 (32M) V5.X (All versions < V5.5.4), RUGGEDCOM ROS RS900G (All versions < V4.3.7), RUGGEDCOM ROS RS900G (32M) V4.X (All versions < V4.3.7), RUGGEDCOM ROS RS900G (32M) V5.X (All versions < V5.5.4), RUGGEDCOM ROS RS900GP (All versions < V4.3.7), RUGGEDCOM ROS RS900L (All versions < V4.3.7), RUGGEDCOM ROS RS900W (All versions < V4.3.7), RUGGEDCOM ROS RS910 (All versions < V4.3.7), RUGGEDCOM ROS RS910L (All versions < V4.3.7), RUGGEDCOM ROS RS910W (All versions < V4.3.7), RUGGEDCOM ROS RS920L (All versions < V4.3.7), RUGGEDCOM ROS RS920W (All versions < V4.3.7), RUGGEDCOM ROS RS930L (All versions < V4.3.7), RUGGEDCOM ROS RS930W (All versions < V4.3.7), RUGGEDCOM ROS RS940G (All versions < V4.3.7), RUGGEDCOM ROS RS969 (All versions < V4.3.7), RUGGEDCOM ROS RSG2100 (32M) V4.X (All versions < V4.3.7), RUGGEDCOM ROS RSG2100 (32M) V5.X (All versions < V5.5.4), RUGGEDCOM ROS RSG2100 V4.X (All versions < V4.3.7), RUGGEDCOM ROS RSG2100P (All versions < V4.3.7), RUGGEDCOM ROS RSG2100P (32M) V4.X (All versions < V4.3.7), RUGGEDCOM ROS RSG2100P (32M) V5.X (All versions < V5.5.4), RUGGEDCOM ROS RSG2200 (All versions < V4.3.7), RUGGEDCOM ROS RSG2288 V4.X (All versions < V4.3.7), RUGGEDCOM ROS RSG2288 V5.X (All versions < V5.5.4), RUGGEDCOM ROS RSG2300 V4.X (All versions < V4.3.7), RUGGEDCOM ROS RSG2300 V5.X (All versions < V5.5.4), RUGGEDCOM ROS RSG2300P V4.X (All versions < V4.3.7), RUGGEDCOM ROS RSG2300P V5.X (All versions < V5.5.4), RUGGEDCOM ROS RSG2488 V4.X (All versions < V4.3.7), RUGGEDCOM ROS RSG2488 V5.X (All versions < V5.5.4), RUGGEDCOM ROS RSG900 V4.X (All versions < V4.3.7), RUGGEDCOM ROS RSG900 V5.X (All versions < V5.5.4), RUGGEDCOM ROS RSG900C (All versions < V5.5.4), RUGGEDCOM ROS RSG900G V4.X (All versions < V4.3.7), RUGGEDCOM ROS RSG900G V5.X (All versions < V5.5.4), RUGGEDCOM ROS RSG900R (All versions < V5.5.4), RUGGEDCOM ROS RSG920P V4.X (All versions < V4.3.7), RUGGEDCOM ROS RSG920P V5.X (All versions < V5.5.4), RUGGEDCOM ROS RSL910 (All versions < V5.5.4), RUGGEDCOM ROS RST2228 (All versions < V5.5.4), RUGGEDCOM ROS RST916C (All versions < V5.5.4), RUGGEDCOM ROS RST916P (All versions < V5.5.4), RUGGEDCOM ROS i800 (All versions < V4.3.7), RUGGEDCOM ROS i801 (All versions < V4.3.7), RUGGEDCOM ROS i802 (All versions < V4.3.7), RUGGEDCOM ROS i803 (All versions < V4.3.7). The DHCP client in affected devices fails to properly sanitize incoming DHCP packets. This could allow an unauthenticated remote attacker to cause memory to be overwritten, potentially allowing remote code execution.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Ruggedcom I800 - All All All

Hardware Siemens Ruggedcom I801 - All All All

Hardware Siemens Ruggedcom I802 - All All All

Hardware Siemens Ruggedcom I803 - All All All

Hardware Siemens Ruggedcom M2100 - All All All

Hardware Siemens Ruggedcom M2200 - All All All

Hardware Siemens Ruggedcom M969 - All All All

Hardware Siemens Ruggedcom Rmc - All All All

Hardware Siemens Ruggedcom Rmc20 - All All All

Hardware Siemens Ruggedcom Rmc30 - All All All

Hardware Siemens Ruggedcom Rmc40 - All All All

Hardware Siemens Ruggedcom Rmc41 - All All All

Hardware Siemens Ruggedcom Rmc8388 - All All All

Hardware Siemens Ruggedcom Ros I800 - All All All

Operating System Siemens Ruggedcom Ros I800 All All All All

Operating System Siemens Ruggedcom Ros I800 Firmware All All All All

Hardware Siemens Ruggedcom Ros I801 - All All All
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Hardware Siemens Ruggedcom Ros I801 - All All All

Operating System Siemens Ruggedcom Ros I801 All All All All

Operating System Siemens Ruggedcom Ros I801 Firmware All All All All

Hardware Siemens Ruggedcom Ros I802 - All All All

Operating System Siemens Ruggedcom Ros I802 All All All All

Operating System Siemens Ruggedcom Ros I802 Firmware All All All All

Hardware Siemens Ruggedcom Ros I803 - All All All

Operating System Siemens Ruggedcom Ros I803 All All All All

Operating System Siemens Ruggedcom Ros I803 Firmware All All All All

Hardware Siemens Ruggedcom Ros M2100 - All All All

Operating System Siemens Ruggedcom Ros M2100 All All All All

Operating System Siemens Ruggedcom Ros M2100 Firmware All All All All

Hardware Siemens Ruggedcom Ros M2200 - All All All

Operating System Siemens Ruggedcom Ros M2200 All All All All

Operating System Siemens Ruggedcom Ros M2200 Firmware All All All All

Hardware Siemens Ruggedcom Ros M969 - All All All

Operating System Siemens Ruggedcom Ros M969 All All All All

Operating System Siemens Ruggedcom Ros M969 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rmc - All All All

Operating System Siemens Ruggedcom Ros Rmc All All All All

Hardware Siemens Ruggedcom Ros Rmc20 - All All All

Operating System Siemens Ruggedcom Ros Rmc20 All All All All

Operating System Siemens Ruggedcom Ros Rmc20 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rmc30 - All All All

Operating System Siemens Ruggedcom Ros Rmc30 All All All All

Operating System Siemens Ruggedcom Ros Rmc30 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rmc40 - All All All

Operating System Siemens Ruggedcom Ros Rmc40 All All All All

Operating System Siemens Ruggedcom Ros Rmc40 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rmc41 - All All All

Operating System Siemens Ruggedcom Ros Rmc41 All All All All

Operating System Siemens Ruggedcom Ros Rmc41 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rmc8388 - All All All

Operating System Siemens Ruggedcom Ros Rmc8388 All All All All

Operating System Siemens Ruggedcom Ros Rmc8388 Firmware All All All All

Operating System Siemens Ruggedcom Ros Rmc Firmware All All All All
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Hardware Siemens Ruggedcom Ros Rp110 - All All All

Operating System Siemens Ruggedcom Ros Rp110 All All All All

Operating System Siemens Ruggedcom Ros Rp110 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs400 - All All All

Operating System Siemens Ruggedcom Ros Rs400 All All All All

Operating System Siemens Ruggedcom Ros Rs400 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs401 - All All All

Operating System Siemens Ruggedcom Ros Rs401 All All All All

Operating System Siemens Ruggedcom Ros Rs401 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs416 - All All All

Operating System Siemens Ruggedcom Ros Rs416 All All All All

Hardware Siemens Ruggedcom Ros Rs416v2 - All All All

Operating System Siemens Ruggedcom Ros Rs416v2 All All All All

Operating System Siemens Ruggedcom Ros Rs416v2 Firmware All All All All

Operating System Siemens Ruggedcom Ros Rs416 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs8000 - All All All

Operating System Siemens Ruggedcom Ros Rs8000 All All All All

Hardware Siemens Ruggedcom Ros Rs8000a - All All All

Operating System Siemens Ruggedcom Ros Rs8000a All All All All

Operating System Siemens Ruggedcom Ros Rs8000a Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs8000h - All All All

Operating System Siemens Ruggedcom Ros Rs8000h All All All All

Operating System Siemens Ruggedcom Ros Rs8000h Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs8000t - All All All

Operating System Siemens Ruggedcom Ros Rs8000t All All All All

Operating System Siemens Ruggedcom Ros Rs8000t Firmware All All All All

Operating System Siemens Ruggedcom Ros Rs8000 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs900 - All All All

Operating System Siemens Ruggedcom Ros Rs900 All All All All

Hardware Siemens Ruggedcom Ros Rs900g - All All All

Operating System Siemens Ruggedcom Ros Rs900g All All All All

Hardware Siemens Ruggedcom Ros Rs900gp - All All All

Operating System Siemens Ruggedcom Ros Rs900gp All All All All

Operating System Siemens Ruggedcom Ros Rs900gp Firmware All All All All

Operating System Siemens Ruggedcom Ros Rs900g Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs900l - All All All
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Hardware Siemens Ruggedcom Ros Rs900l - All All All

Operating System Siemens Ruggedcom Ros Rs900l All All All All

Operating System Siemens Ruggedcom Ros Rs900l Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs900w - All All All

Operating System Siemens Ruggedcom Ros Rs900w All All All All

Operating System Siemens Ruggedcom Ros Rs900w Firmware All All All All

Operating System Siemens Ruggedcom Ros Rs900 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs910 - All All All

Operating System Siemens Ruggedcom Ros Rs910 All All All All

Hardware Siemens Ruggedcom Ros Rs910l - All All All

Operating System Siemens Ruggedcom Ros Rs910l All All All All

Operating System Siemens Ruggedcom Ros Rs910l Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs910w - All All All

Operating System Siemens Ruggedcom Ros Rs910w All All All All

Operating System Siemens Ruggedcom Ros Rs910w Firmware All All All All

Operating System Siemens Ruggedcom Ros Rs910 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs920l - All All All

Operating System Siemens Ruggedcom Ros Rs920l All All All All

Operating System Siemens Ruggedcom Ros Rs920l Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs920w - All All All

Operating System Siemens Ruggedcom Ros Rs920w All All All All

Operating System Siemens Ruggedcom Ros Rs920w Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs930l - All All All

Operating System Siemens Ruggedcom Ros Rs930l All All All All

Operating System Siemens Ruggedcom Ros Rs930l Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs930w - All All All

Operating System Siemens Ruggedcom Ros Rs930w All All All All

Operating System Siemens Ruggedcom Ros Rs930w Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs940g - All All All

Operating System Siemens Ruggedcom Ros Rs940g All All All All

Operating System Siemens Ruggedcom Ros Rs940g Firmware All All All All

Hardware Siemens Ruggedcom Ros Rs969 - All All All

Operating System Siemens Ruggedcom Ros Rs969 All All All All

Operating System Siemens Ruggedcom Ros Rs969 Firmware All All All All

Hardware Siemens Ruggedcom Ros Rsg2100 - All All All

Operating System Siemens Ruggedcom Ros Rsg2100 All All All All
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