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Summary

CVE CVE-2021-31923

State PUBLIC

Assigner responsible-disclosure@pingidentity.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-24 03:15:00 UTC

Updated 2023-11-07 03:35:00 UTC

Description Ping Identity PingAccess before 5.3.3 allows HTTP request smuggling via header manipulation.

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pingidentity Pingaccess All All All All

References

Reference Source Link Tags

docs.pingidentity.com/bundle/pingaccess-53/page/wco1629833104567.html CONFIRM docs.pingidentity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Ping Identity credits Portswigger Research for the discovery of this vulnerability.

LEGACY: Ping Identity credits MUFG Union Bank for their responsible disclosure.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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