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CVE CVE-2021-32013
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-19 14:15:00 UTC
Updated 2022-02-28 20:41:00 UTC
Description SheetJS and SheetdS Pro through 0.16.9 allows attackers to cause a denial of service (memory consumption) via a crafted
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Rest Data Services All All All All

Application Sheetjs Project Sheetjs All All All All

Application Sheetjs Project Sheetjs Pro All All All All
References |

Reference Source Link Tags

Fuzzing and Parsing Securely | FloQast MISC flogast.com

SheetdS - Pro MISC sheetjs.com

Oracle Critical Patch Update Advisory - January 2022 MISC www.oracle.com

xIsx - npm MISC Www.npmjs.com

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981197 Java (maven) Security Update for org.webjars.npm:xIsx (GHSA-8vcr-vxm8-293m)
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981198 Nodejs (npm) Security Update for xlsx (GHSA-8vcr-vxm8-293m)
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