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Summary

CVE CVE-2021-32025

State PUBLIC

Assigner secure@blackberry.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-10 17:42:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description An elevation of privilege vulnerability in the QNX Neutrino Kernel of affected versions of QNX Software Development Platform version(s) 6.4.0 to 7.0, QNX Momentics all 6.3.x versions, QNX OS for Safety versions 1.0.0 to 1.0.2, QNX OS for Safety versions 2.0.0 to 2.0.1, QNX for Medical versions 1.0.0 to 1.1.1, and QNX OS for Medical version 2.0.0 could allow an attacker to potentially access data, modify behavior, or permanently crash the system.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Blackberry Qnx Momentics 6.3.0 All All All

Application Blackberry Qnx Momentics 6.3.2 All All All

Operating System Blackberry Qnx Os For Medical All All All All

Operating System Blackberry Qnx Os For Medical 2.0.0 All All All

Operating System Blackberry Qnx Os For Safety All All All All

Application Blackberry Qnx Software Development Platform All All All All

References

Reference

QNX-2022-001 Vulnerability in QNX Neutrino Kernel Impacts QNX Software Development Platform (SDP), QNX OS for Medical, and QNX OS for Safety

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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