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CVE CVE-2021-32050
State PUBLIC
Assigner cna@mongodb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-29 16:15:00 UTC
Updated 2023-10-06 15:15:00 UTC
Description Some MongoDB Drivers may erroneously publish events containing authentication-related data to a command listener conf
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Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mongodb C All All All All

Application Mongodb C Driver All All All All

Application Mongodb Node.js All All All All

Application Mongodb Php Driver All All All All

Application Mongodb Swift Driver All All All All

Reference Source Link
[NODE-3356] Node driver should redact security-sensitive commands - MongoDB Jira MISC jira.mongodb.or
[CXX-2028] Explicit write concern is incorrectly applied to collection::find_one_and_* methods - MongoDB Jira MISC jira.mongodb.or
[PHPC-1869] Redact sensitive commands from command monitoring - MongoDB Jira MISC jira.mongodb.or
CVE-2021-32050 MongoDB Drivers Vulnerability in NetApp Products | NetApp Product Security MISC security.netapp
[CDRIVER-3797] Redact sensitive commands from command monitoring - MongoDB Jira MISC jira.mongodb.or
System Dashboard - MongoDB Jira MISC jira.mongodb.or
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2021-32050/mitre
https://cve.report/CVE-2021-32050/nist
https://cve.report/CVE-2021-32050/cve_org
https://cve.report/CVE-2021-32050.pdf
http://cve.report/vendor/mongodb
http://cve.report/software/mongodb/c_
http://cve.report/vendor/mongodb
http://cve.report/software/mongodb/c_driver
http://cve.report/vendor/mongodb
http://cve.report/software/mongodb/node.js
http://cve.report/vendor/mongodb
http://cve.report/software/mongodb/php_driver
http://cve.report/vendor/mongodb
http://cve.report/software/mongodb/swift_driver
https://jira.mongodb.org/browse/NODE-3356
https://jira.mongodb.org/browse/CXX-2028
https://jira.mongodb.org/browse/PHPC-1869
https://security.netapp.com/advisory/ntap-20231006-0001/
https://jira.mongodb.org/browse/CDRIVER-3797
https://jira.mongodb.org/browse/SWIFT-1229
https://www.cve.org/CVERecord?id=CVE-2021-32050
https://nvd.nist.gov/vuln/detail/CVE-2021-32050

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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