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Summary

CVE CVE-2021-32056

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-10 14:15:00 UTC

Updated 2023-11-07 03:35:00 UTC

Description Cyrus IMAP before 3.2.7, and 3.3.x and 3.4.x before 3.4.1, allows remote authenticated users to bypass intended access restrictions on server annotations and consequently cause replication to stall.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cyrus Imap All All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

References

Reference Source Link Tags

Cyrus IMAP 3.4.1 Release Notes — Cyrus IMAP 3.4.1 documentation CONFIRM www.cyrusimap.org

[SECURITY] Fedora 34 Update: cyrus-imapd-3.2.8-2.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Cyrus IMAP 3.2.7 Release Notes — Cyrus IMAP 3.4.1 documentation CONFIRM www.cyrusimap.org

Topicbox CONFIRM cyrus.topicbox.com

Topicbox CONFIRM cyrus.topicbox.com

[SECURITY] Fedora 35 Update: cyrus-imapd-3.2.8-2.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 34 Update: cyrus-imapd-3.2.8-2.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: cyrus-imapd-3.2.8-2.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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179906 Debian Security Update for cyrus-imapd (CVE-2021-32056)

282409 Fedora Security Update for cyrus (FEDORA-2022-c30b1a8aa3)

282414 Fedora Security Update for cyrus (FEDORA-2022-d45bcc5447)

375962 Cyrus IMAP Server Access Control Vulnerability

690143 Free Berkeley Software Distribution (FreeBSD) Security Update for cyrus-imapd (12156786-b18a-11eb-8cba-080027b00c2e)
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