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Summary

CVE CVE-2021-32078

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-17 15:15:00 UTC

Updated 2021-09-20 17:08:00 UTC

Description An Out-of-Bounds Read was discovered in arch/arm/mach-footbridge/personal-pci.c in the Linux kernel through 5.12.11 because of the lack of a check for a value that shouldn't be negative, e.g., access to element -2 of an array, aka CID-298a58e165e4.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

kirtikumarar.com/CVE-2021-32078.txt MISC kirtikumarar.com

ARM: footbridge: remove personal server platform · torvalds/linux@298a58e · GitHub CONFIRM github.com

CVE-2021-32078 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183174 Debian Security Update for linux (CVE-2021-32078)

670634 EulerOS Security Update for kernel (EulerOS-SA-2021-2392)

671448 EulerOS Security Update for kernel (EulerOS-SA-2022-1450)
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https://cve.report/CVE-2021-32078/mitre
https://cve.report/CVE-2021-32078/nist
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https://cve.report/CVE-2021-32078.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://kirtikumarar.com/CVE-2021-32078.txt
https://github.com/torvalds/linux/commit/298a58e165e447ccfaae35fe9f651f9d7e15166f
https://security.netapp.com/advisory/ntap-20210813-0002/
https://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=298a58e165e447ccfaae35fe9f651f9d7e15166f
https://www.cve.org/CVERecord?id=CVE-2021-32078
https://nvd.nist.gov/vuln/detail/CVE-2021-32078
http://cve.report/qid/183174
http://cve.report/qid/670634
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671448 EulerOS Security Update for kernel (EulerOS-SA-2022-1450)

671474 EulerOS Security Update for kernel (EulerOS-SA-2022-1429)

900084 CBL-Mariner Linux Security Update for kernel 5.10.52.1

900302 CBL-Mariner Linux Security Update for kernel 5.10.57.1

900318 CBL-Mariner Linux Security Update for kernel 5.10.60.1

900908 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (6559-1)

902697 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (4372-1)

905995 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (4372-2)
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