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A SQL injection vulnerability exists (with user privileges) in interface/forms/eye_mag/save.php in OpenEMR 5.0.2.1.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Product Version Update Edition Language

Open-emr Openemr 5.0.2.1 All All All

Link
ports
WWW.

comn

Reference Source
Healthcare security: OpenEMR fixes serious flaws that lead to command execution in patient portal | The Daily Swig MISC
Old Outdated OpenEMR Patches - OpenEMR Project Wiki MISC
OpenEMR 5.0.2 Patch 5 has been released - News - OpenEMR Community MISC
SonarSource Blog MISC

CVE Program record

NVD vulnerability detail

«

OpenEMR 5.0.2.1: Command Injection vulnerability puts health records at risk - Tech Stories - SonarSource Community  MISC

CVE.ORG

NVD

No vendor comments

have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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