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Summary

CVE CVE-2021-32292

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-22 19:16:00 UTC

Updated 2023-09-29 22:15:00 UTC

Description An issue was discovered in json-c from 20200420 (post 0.14 unreleased code) through 0.15-20200726. A stack-buffer-overflow exists in the auxiliary sample program json_parse which is located in the function parseit.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Json-c Project Json-c 0.15-20200726 All All All

Application Json-c Project Json-c All All All All

References

Reference Source Link Tags

CVE-2021-32292 JSON-C Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Debian -- Security Information -- DSA-5486-1 json-c DEBIAN www.debian.org

A stack-buffer-overflow in json_parse.c:89:44 · Issue #654 · json-c/json-c · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

6000215 Debian Security Update for json-c (DSA 5486-1)

673879 EulerOS Security Update for json-c (EulerOS-SA-2023-3009)

673881 EulerOS Security Update for json-c (EulerOS-SA-2023-3181)
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673881 EulerOS Security Update for json-c (EulerOS-SA-2023-3181)

673996 EulerOS Security Update for json-c (EulerOS-SA-2023-3032)

674035 EulerOS Security Update for json-c (EulerOS-SA-2023-3216)

907256 Common Base Linux Mariner (CBL-Mariner) Security Update for json-c (28060-1)
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