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Summary

CVE CVE-2021-32424

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-17 22:15:00 UTC

Updated 2021-06-24 15:46:00 UTC

Description In TrendNet TW100-S4W1CA 2.3.32, due to a lack of proper session controls, a threat actor could make unauthorized changes to an affected router via a specially crafted web page. If an authenticated user were to interact with a malicious web page it could allow for a complete takeover of the router.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Trendnet Tw100-s4w1ca - All All All

Operating System Trendnet Tw100-s4w1ca Firmware 2.3.32 All All All

References

Reference Source Link Tags

Trendnet_TW100-S4W1CA/writeup_CSRF.txt at main · Galapag0s/Trendnet_TW100-S4W1CA · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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