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Summary

CVE CVE-2021-32435

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-10 17:42:00 UTC

Updated 2023-11-07 03:35:00 UTC

Description Stack-based buffer overflow in the function get_key in parse.c of abcm2ps v8.14.11 allows remote attackers to cause a Denial of Service (DoS) via unspecified vectors.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Abcm2ps Project Abcm2ps 8.14.11 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

References

Reference Source Link

[SECURITY] Fedora 35 Update: abcm2ps-8.14.13-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 34 Update: abcm2ps-8.14.13-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

stack buffer overflow in function get_key() in parse.c · Issue #84 · lewdlime/abcm2ps · GitHub MISC github.com

[SECURITY] [DLA 2983-1] abcm2ps security update MLIST lists.debian.org

[SECURITY] Fedora 36 Update: abcm2ps-8.14.13-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: abcm2ps-8.14.13-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 34 Update: abcm2ps-8.14.13-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

fix: crash when accidental without a note at start of line after K: · lewdlime/abcm2ps@3169ace · GitHub MISC github.com

[SECURITY] Fedora 35 Update: abcm2ps-8.14.13-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

179194 Debian Security Update for abcm2ps (DLA 2983-1)

184168 Debian Security Update for abcm2ps (CVE-2021-32435)

199480 Ubuntu Security Notification for abcm2ps Vulnerabilities (USN-5961-1)

282508 Fedora Security Update for abcm2ps (FEDORA-2022-68d22975a4)

282509 Fedora Security Update for abcm2ps (FEDORA-2022-6b46927596)
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