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Summary

CVE CVE-2021-32526

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-07 14:15:00 UTC

Updated 2021-09-20 12:35:00 UTC

Description Incorrect permission assignment for critical resource vulnerability in QSAN Storage Manager allows authenticated remote attackers to access arbitrary password files. Suggest contacting with QSAN and refer to recommendations in QSAN Document.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qsan Storage Manager All All All All

References

Reference Source

TWCERT/CC台灣電腦網路危機處理暨協調中心-QSAN Storage Manager - Incorrect Permission Assignment for Critical Resource CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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