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CVE CVE-2021-32574
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-17 18:15:00 UTC
Updated 2022-10-25 20:41:00 UTC
Description HashiCorp Consul and Consul Enterprise 1.3.0 through 1.10.0 Envoy proxy TLS configuration does not validate destination

/ |

1|

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hashicorp Consul All All All All
Application Hashicorp Consul All All All All
Reference

HCSEC-2021-17 - Consul’'s Envoy TLS Configuration Did Not Validate Destination Service Subject Alternative Names - Security - HashiCorp |
HashiCorp Consul: Multiple Vulnerabilities (GLSA 202208-09) — Gentoo security

HashiCorp Blog: Consul

Release v1.10.1 - hashicorp/consul - GitHub

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375765 HashiCorp Consul/Consul Enterprise Intentions Deny Action And TLS Configuration Vulnerability

710589 Gentoo Linux HashiCorp Consul Multiole Vulnerabilities (GLSA 202208-09)
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981895 Go (go) Security Update for github.com/hashicorp/consul (GHSA-25gf-8qrr-g78r)
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