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Summary

CVE CVE-2021-32575

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-17 19:15:00 UTC

Updated 2021-06-22 19:08:00 UTC

Description HashiCorp Nomad and Nomad Enterprise up to version 1.0.4 bridge networking mode allows ARP spoofing from other bridged tasks on the same node. Fixed in 0.12.12, 1.0.5, and 1.1.0 RC1.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hashicorp Nomad All All All All

Application Hashicorp Nomad All All All All

References

Reference

HCSEC-2021-14 - Nomad Bridge Networking Mode Allows ARP Spoofing From Other Bridged Tasks On Same Node - Security - HashiCorp Discuss

HashiCorp Blog

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180263 Debian Security Update for nomad (CVE-2021-32575)

502125 Alpine Linux Security Update for nomad

982054 Go (go) Security Update for github.com/hashicorp/nomad (GHSA-vf6q-9f2f-mwhv)
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