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Summary

CVE CVE-2021-32582

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-17 12:15:00 UTC

Updated 2021-06-22 16:28:00 UTC

Description An issue was discovered in ConnectWise Automate before 2021.5. A blind SQL injection vulnerability exists in core agent inventory communication that can enable an attacker to extract database information or administrative credentials from an instance via crafted monitor status responses.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Connectwise Connectwise Automate All All All All

References

Reference Source Link Tags

ConnectWise Home MISC home.connectwise.com

RMM Software | ConnectWise Automate MISC www.connectwise.com

Security Bulletins | ConnectWise MISC www.connectwise.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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