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Summary

CVE CVE-2021-32622

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-17 20:15:00 UTC

Updated 2021-05-25 18:37:00 UTC

Description Matrix-React-SDK is a react-based SDK for inserting a Matrix chat/voip client into a web page. Before version 3.21.0, when uploading a file, the local file preview can lead to execution of scripts embedded in the uploaded file. This can only occur after several user interactions to open the preview in a separate tab. This only impacts the local user while in the process of uploading. It cannot be exploited remotely or by other users. This vulnerability is patched in version 3.21.0.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Matrix-react-sdk Project Matrix-react-sdk All All All All

References

Reference Source Link

File upload local preview can run embedded scripts after user interaction · Advisory · matrix-org/matrix-react-sdk · GitHub CONFIRM github.com

Adjust MIME type of upload confirmation if needed by jryans · Pull Request #5981 · matrix-org/matrix-react-sdk · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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