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CVE CVE-2021-32633
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-21 14:15:00 UTC
Updated 2022-04-06 17:48:00 UTC
Description Zope is an open-source web application server. In Zope versions prior to 4.6 and 5.2, users can access untrusted modules
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Plone Plone All All All All

Application Plone Plone All All All All

Application Zope Zope All All All All

Reference Source Link Tag
oss-security - Plone security hotfix 20210518 MLIST www.openwall.com
oss-security - Re: Plone security hotfix 20210518 MLIST www.openwall.com
Write-up: Plone Authenticated RCE (CVE-2021-32633) MISC cyllective.com

Remote Code Execution via traversal in TAL expressions - Advisory - zopefoundation/Zope - GitHub ~ CONFIRM  github.com

Merge pull request from GHSA-5pr9-v234-jw36 - zopefoundation/Zope@1f8456b - GitHub MISC github.com
CVE Program record CVE.ORG www.cve.org can
NVD vulnerability detail NVD nvd.nist.gov can

/

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2021-32633/mitre
https://cve.report/CVE-2021-32633/nist
https://cve.report/CVE-2021-32633/cve_org
https://cve.report/CVE-2021-32633.pdf
http://cve.report/vendor/plone
http://cve.report/software/plone/plone
http://cve.report/vendor/plone
http://cve.report/software/plone/plone
http://cve.report/vendor/zope
http://cve.report/software/zope/zope
http://www.openwall.com/lists/oss-security/2021/05/21/1
http://www.openwall.com/lists/oss-security/2021/05/22/1
https://cyllective.com/blog/post/plone-authenticated-rce-cve-2021-32633/
https://github.com/zopefoundation/Zope/security/advisories/GHSA-5pr9-v234-jw36
https://github.com/zopefoundation/Zope/commit/1f8456bf1f908ea46012537d52bd7e752a532c91
https://www.cve.org/CVERecord?id=CVE-2021-32633
https://nvd.nist.gov/vuln/detail/CVE-2021-32633

981377 Python (pip) Security Update for Zope (GHSA-962m-m8jw-8wrr)
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