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Summary

CVE CVE-2021-32642

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-28 17:15:00 UTC

Updated 2023-11-07 03:35:00 UTC

Description radsecproxy is a generic RADIUS proxy that supports both UDP and TLS (RadSec) RADIUS transports. Missing input validation in radsecproxy's `naptr-eduroam.sh` and `radsec-dynsrv.sh` scripts can lead to configuration injection via crafted radsec peer discovery DNS records. Users are subject to Information disclosure, Denial of Service, Redirection of Radius connection to a non-authenticated server leading to non-authenticated network access. Updated example scripts are available in the master branch and 1.9 release. Note that the scripts are not part of the installation package and are not updated automatically. If you are using the examples, you have to update them manually. The dyndisc scripts work independently of the radsecproxy code. The updated scripts can be used with any version of radsecproxy.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Application Uninett Radsecproxy All All All All

References

Reference Source Link

Injection Attacks Reloaded: Tunnelling Malicious Payloads over DNS | USENIX MISC www.usenix.org

[SECURITY] Fedora 33 Update: radsecproxy-1.9.0-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

FEDORA-2021-d3f8193065 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 33 Update: radsecproxy-1.9.0-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Missing input validation in dynamic discovery example scripts. · Advisory · radsecproxy/radsecproxy · GitHub CONFIRM github.com

[SECURITY] Fedora 34 Update: radsecproxy-1.9.0-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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