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Summary

CVE CVE-2021-32644

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-22 18:15:00 UTC

Updated 2021-06-29 16:02:00 UTC

Description Ampache is an open source web based audio/video streaming application and file manager. Due to a lack of input filtering versions 4.x.y are vulnerable to code injection in random.php. The attack requires user authentication to access the random.php page unless the site is running in demo mode. This issue has been resolved in 4.4.3.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ampache Ampache 4.4.2 All All All

References

Reference Source Link Tags

filter random/search types, code indent · ampache/ampache@c945384 · GitHub MISC github.com

Cross-site Scripting in Random.php · Advisory · ampache/ampache · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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