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CVE CVE-2021-32648
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Published 2021-08-26 19:15:00 UTC
Updated 2023-07-07 19:27:00 UTC
Description octobercms in a CMS platform based on the Laravel PHP Framework. In affected versions of the october/system package ¢

Risk And Classification

Problem Types: NVD-CWE-Other

CISA Known Exploited Vulnerability

Vendor October CMS

Product October CMS

Name October CMS Improper Authentication
Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2021-32648

NVD Known Affected Configurations (CPE 2.3)

EPSS: 0.930750000 probability, percentile 0.997930000 (date 2026-04-16)
CISA KEV: Listed on 2022-01-18; due 2022-02-01; ransomware use Unknown

Type Vendor Product Version Update

Application Octobercms October All All

Edition Language

All All

References

Reference Source
Use int casting - octobercms/library@5bd1a28 - GitHub MISC
Backport code audit from 1.2 - octobercms/library@0162a297 - GitHub MISC
Account Takeover - Advisory - octobercms/october - GitHub CONFIRM
CVE Program record CVE.ORG

Link Tags
github.com
github.com
github.com

WWw.cve.org canonical


https://cve.report/
https://cve.report/CVE-2021-32648/mitre
https://cve.report/CVE-2021-32648/nist
https://cve.report/CVE-2021-32648/cve_org
https://cve.report/api/cve/CVE-2021-32648.json
https://cve.report/CVE-2021-32648.pdf
http://cve.report/vendor/octobercms
http://cve.report/software/octobercms/october
https://github.com/octobercms/library/commit/5bd1a28140b825baebe6becd4f7562299d3de3b9
https://github.com/octobercms/library/commit/016a297b1bec55d2e53bc889458ed2cb5c3e9374
https://github.com/octobercms/october/security/advisories/GHSA-mxr5-mc97-63rc
https://www.cve.org/CVERecord?id=CVE-2021-32648
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730336 OctoberCMS Account Reset Vulnerability
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