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CVE CVE-2021-32659
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-16 19:15:00 UTC
Updated 2021-07-09 19:46:00 UTC
Description Matrix-appservice-bridge is the bridging service for the Matrix communication program's application services. In versions 2./

/ ]
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Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Matrix Matrix-appservice-bridge All All All All
Reference

Automatic room upgrade handling can be used maliciously to bridge a room non-consentually - Advisory - matrix-org/matrix-appservice-bridge
Check m.room.create event on room upgrade - matrix-org/matrix-appservice-bridge@b69e745 - GitHub

Release 2.6.1 (2021-06-02) - matrix-org/matrix-appservice-bridge - GitHub

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982090 Nodejs (npm) Security Update for matrix-appservice-bridge (GHSA-35g4-qx3c-vjhx)
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